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The March 2025 
Identity Salon
Identity professionals face a challenge that their cybersecurity counterparts rarely 
encounter: a lack of dedicated spaces for peer-level discussions that blend 
strategy, real-world implementation, and industry collaboration. Conferences 
offer high-level keynotes and technical deep dives, but they rarely provide the 
open, working-session format needed to hash out unresolved problems in 
identity and access management (IAM).
The Identity Salon was created to fill that gap.  The Salon offers a series of 
invite-only in-person gatherings, punctuated by virtual get-togethers, where 
industry leaders, standards contributors, and practitioners can discuss what’s 
working, what’s not, and what should change—without vendor pitches or 
marketing noise, and held under the Chatham House rule to promote open 
discourse. The March 2025 Salon focused on delegation, access automation, 
workforce identity data platforms, and standardizing identity data.

Recurring themes emerged across discussions:
• Identity management is not just about authentication and authorization—it’s evolving into 

real-time decision-making that requires more automation and better-defined data models.
• Standards must evolve alongside practical implementation needs—many existing 

frameworks don’t address today’s most pressing identity challenges.
• Delegation remains a weak spot in IAM, particularly for customer service, AI-driven agents, 

and legal use cases like estate planning. This problem isn’t new, but current trends 
exacerbate it. 

• Access automation is necessary, but it won’t replace human oversight—it must be 
designed to eliminate inefficiencies while ensuring security.

• Interoperability across identity data platforms is still a work in progress—most 
organizations struggle to unify their identity data without resorting to vendor lock-in.

The Identity Salon exists to identify practical next steps for tackling these issues. 
The following sections capture the key takeaways and action items from the day’s 
conversations.
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DADE Update: Progress in 
Digital Estate Management
The DADE concept was presented and discussed at the October 2024 Identity 
Salon.  Since then, significant progress has been made, warranting this update.

The Digital Asset and Digital Estate (DADE) Community Group has officially 
formed, focusing on how digital assets can be securely managed over time as 
loved ones and associates pass away. The group is working on a white paper 
detailing the state of digital estate management, along with a planning guide 
targeted for release during Cybersecurity Awareness Month in October. This work 
is pending approval by the OpenID Foundation (OIDF) Board in April.

As part of this effort, DADE CG has been collecting and documenting 
mechanisms various providers offer for managing digital estates and legacy 
contacts. The current findings are available on GitHub.

At the OAuth Security Workshop, several individuals joined to lead two sessions 
exploring delegation of authority and on-behalf-of (OBO) semantics. These 
discussions aimed to define high-level mechanisms and use cases to create a 
model for delegation and OBO across different domains, including death and 
incapacitation. For now, this work has been placed within the eKYC group at 
OIDF, with further discussions planned at IIW.

The delegation problem extends beyond estate management; AI-powered 
agents face similar challenges in handling delegated authority. This remains an 
open area for exploration.
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Looking ahead, the DADE CG co-chairs will present a panel at Identiverse, 
providing an update on their progress. They are still seeking a legal expert to join 
the discussion and help round out the conversation on regulatory and legal 
considerations.

New Thoughts on 
Delegation
Delegation in digital identity isn’t new, but the conversations are getting more 
urgent. The lack of standard approaches is becoming painfully clear as 
organizations push for more flexible ways to share access—whether across 
individuals, businesses, or AI agents. Delegation sounds simple: one party 
authorizes another to act on their behalf. But in practice, most systems aren't 
built to handle it seamlessly, creating friction for users and security risks for 
businesses.

The Reality Check: 
Delegation Isn’t Supported by Default
Most systems assume a one-to-one relationship between an identity and its 
credentials. If a primary credential holder can’t act, the fallback is often a manual 
process—think faxed permission slips or lengthy phone calls to support teams. 
This process isn’t just inconvenient; it creates operational bottlenecks and 
security gaps. Instead of embedding delegation as a core feature, most 
organizations rely on ad hoc workarounds.

Several delegation models exist, but none fully solve the problem across all use 
cases:

• OAuth (Alice-to-Alice sharing): This allows limited authorization, but it still 
looks like Alice is the one taking action. It works well for simple scenarios but 
struggles when a clear distinction between the delegator and delegatee is 
needed.

• User-Managed Access (Alice-to-Bob sharing): Bob gets permission from 
Alice but remains clearly identified as Bob. This is better for tracking actions 
but adds complexity to the implementation.

• On-Behalf-Of (Bob as fiduciary for Alice): This model explicitly grants Bob 
the ability to act in Alice’s interest with Alice’s consent. It’s useful for regulated 
environments but requires strong audit trails.

• Personas (Delegation Chaining): The individual grants a subset of authority 
to a persona, which can then be passed along further. This model introduces 
flexibility but also potential ambiguity—how far can the chain extend before 
trust breaks down?

Corporate delegation follows similar patterns but adds legal and procedural 
constraints. For example, a business may delegate authority to an executive, but 
the delegation must follow strict corporate policies. Translating these nuances 
into technical systems is anything but straightforward.

Real-World Delegation Scenarios
Discussions at the Salon highlighted several real-world delegation challenges 
that remain unresolved:

• Parental delegation for minors: How do parents securely delegate access for 
tasks like managing a child’s passport or medical care? What happens when 
the child turns 18?

• Customer service delegation: Can a bank allow a customer service 
representative to initiate a transaction securely without breaking compliance?

• AI-powered agents: If a customer delegates banking permissions to an AI 
agent, who is responsible if the AI makes an unauthorized transaction?

• Legal power of attorney: Traditional estate planning relies on legal 
documents, but how does that translate into digital systems?

Delegation requires more than technical solutions; it also requires policy and 
legal frameworks that align with different industries’ requirements. During the 
event, we explored two of these scenarios in more detail.

A Customer Service Test Case (and Its Challenges)
Customer service interactions expose some of the most significant flaws in 
existing delegation models. When an agent needs to take action on behalf of a 
customer, they usually can’t issue their own access token—it has to come from 
the customer. But how do you ensure this process is secure, auditable, and 
practical?

A well-designed delegation model should include:

• Explicit consent tied to an action: The customer should approve the exact 
task the agent is performing, not just grant broad access.

• Short-lived tokens with clear audit trails: A token should expire quickly and 

leave a record of its use.
• Context-aware authorization mechanisms: The system should understand 

the context of the request and enforce constraints accordingly.

Without these elements, delegation can quickly turn into a security and data 
protection risk. Some organizations use specialized access scopes to ensure that 

delegated actions are appropriately restricted, but even that isn’t a silver bullet.
registration that a car would, but—for cybersecurity and for compliance 
reasons—authorities still need to know if it’s no longer a valid asset.

AI Agents: A Whole New Mess
Delegation was already tricky with humans; AI agents make it even worse. The 
web doesn’t currently recognize delegated credentials, let alone distinguish 
between a human and an AI acting on their behalf. This lack of clarity raises some 
uncomfortable questions: Should AI-driven transactions be labeled differently? 
Should websites be required to detect AI actors? If delegation becomes 
commonplace, every web service would need to accept a new class of delegated 
credentials—and we’re far from having an agreed-upon standard for that.

Components of Delegated Authorization (And 
Where It Gets Messy)
Delegation involves two parties—the delegator and the delegatee—but that’s 
just the foundation. To make delegation work in real-world systems, a few key 
factors need to be considered:

• Authorization policies: What exactly is being delegated? Does it include full 
control or just limited permissions?
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Alice but remains clearly identified as Bob. This is better for tracking actions 
but adds complexity to the implementation.

• On-Behalf-Of (Bob as fiduciary for Alice): This model explicitly grants Bob 
the ability to act in Alice’s interest with Alice’s consent. It’s useful for regulated 
environments but requires strong audit trails.

• Personas (Delegation Chaining): The individual grants a subset of authority 
to a persona, which can then be passed along further. This model introduces 
flexibility but also potential ambiguity—how far can the chain extend before 
trust breaks down?
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• Legal power of attorney: Traditional estate planning relies on legal 
documents, but how does that translate into digital systems?

Delegation requires more than technical solutions; it also requires policy and 
legal frameworks that align with different industries’ requirements. During the 
event, we explored two of these scenarios in more detail.

A Customer Service Test Case (and Its Challenges)
Customer service interactions expose some of the most significant flaws in 
existing delegation models. When an agent needs to take action on behalf of a 
customer, they usually can’t issue their own access token—it has to come from 
the customer. But how do you ensure this process is secure, auditable, and 
practical?

A well-designed delegation model should include:

• Explicit consent tied to an action: The customer should approve the exact 
task the agent is performing, not just grant broad access.

• Short-lived tokens with clear audit trails: A token should expire quickly and 

leave a record of its use.
• Context-aware authorization mechanisms: The system should understand 

the context of the request and enforce constraints accordingly.

Without these elements, delegation can quickly turn into a security and data 
protection risk. Some organizations use specialized access scopes to ensure that 
delegated actions are appropriately restricted, but even that isn’t a silver bullet.
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Should websites be required to detect AI actors? If delegation becomes 
commonplace, every web service would need to accept a new class of delegated 
credentials—and we’re far from having an agreed-upon standard for that.

Components of Delegated Authorization (And 
Where It Gets Messy)
Delegation involves two parties—the delegator and the delegatee—but that’s 
just the foundation. To make delegation work in real-world systems, a few key 
factors need to be considered:

• Authorization policies: What exactly is being delegated? Does it include full 
control or just limited permissions?
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individuals, businesses, or AI agents. Delegation sounds simple: one party 
authorizes another to act on their behalf. But in practice, most systems aren't 
built to handle it seamlessly, creating friction for users and security risks for 
businesses.

The Reality Check: 
Delegation Isn’t Supported by Default
Most systems assume a one-to-one relationship between an identity and its 
credentials. If a primary credential holder can’t act, the fallback is often a manual 
process—think faxed permission slips or lengthy phone calls to support teams. 
This process isn’t just inconvenient; it creates operational bottlenecks and 
security gaps. Instead of embedding delegation as a core feature, most 
organizations rely on ad hoc workarounds.

Several delegation models exist, but none fully solve the problem across all use 
cases:

• OAuth (Alice-to-Alice sharing): This allows limited authorization, but it still 
looks like Alice is the one taking action. It works well for simple scenarios but 
struggles when a clear distinction between the delegator and delegatee is 
needed.

• User-Managed Access (Alice-to-Bob sharing): Bob gets permission from 
Alice but remains clearly identified as Bob. This is better for tracking actions 
but adds complexity to the implementation.

• On-Behalf-Of (Bob as fiduciary for Alice): This model explicitly grants Bob 
the ability to act in Alice’s interest with Alice’s consent. It’s useful for regulated 
environments but requires strong audit trails.

• Personas (Delegation Chaining): The individual grants a subset of authority 
to a persona, which can then be passed along further. This model introduces 
flexibility but also potential ambiguity—how far can the chain extend before 
trust breaks down?

Corporate delegation follows similar patterns but adds legal and procedural 
constraints. For example, a business may delegate authority to an executive, but 
the delegation must follow strict corporate policies. Translating these nuances 
into technical systems is anything but straightforward.

Real-World Delegation Scenarios
Discussions at the Salon highlighted several real-world delegation challenges 
that remain unresolved:

• Parental delegation for minors: How do parents securely delegate access for 
tasks like managing a child’s passport or medical care? What happens when 
the child turns 18?

• Customer service delegation: Can a bank allow a customer service 
representative to initiate a transaction securely without breaking compliance?

• AI-powered agents: If a customer delegates banking permissions to an AI 
agent, who is responsible if the AI makes an unauthorized transaction?

• Legal power of attorney: Traditional estate planning relies on legal 
documents, but how does that translate into digital systems?

Delegation requires more than technical solutions; it also requires policy and 
legal frameworks that align with different industries’ requirements. During the 
event, we explored two of these scenarios in more detail.

A Customer Service Test Case (and Its Challenges)
Customer service interactions expose some of the most significant flaws in 
existing delegation models. When an agent needs to take action on behalf of a 
customer, they usually can’t issue their own access token—it has to come from 
the customer. But how do you ensure this process is secure, auditable, and 
practical?

A well-designed delegation model should include:

• Explicit consent tied to an action: The customer should approve the exact 
task the agent is performing, not just grant broad access.

• Short-lived tokens with clear audit trails: A token should expire quickly and 
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leave a record of its use.
• Context-aware authorization mechanisms: The system should understand 

the context of the request and enforce constraints accordingly.

Without these elements, delegation can quickly turn into a security and data 
protection risk. Some organizations use specialized access scopes to ensure that 
delegated actions are appropriately restricted, but even that isn’t a silver bullet.
registration that a car would, but—for cybersecurity and for compliance 
reasons—authorities still need to know if it’s no longer a valid asset.

AI Agents: A Whole New Mess
Delegation was already tricky with humans; AI agents make it even worse. The 
web doesn’t currently recognize delegated credentials, let alone distinguish 
between a human and an AI acting on their behalf. This lack of clarity raises some 
uncomfortable questions: Should AI-driven transactions be labeled differently? 
Should websites be required to detect AI actors? If delegation becomes 
commonplace, every web service would need to accept a new class of delegated 
credentials—and we’re far from having an agreed-upon standard for that.

Components of Delegated Authorization (And 
Where It Gets Messy)
Delegation involves two parties—the delegator and the delegatee—but that’s 
just the foundation. To make delegation work in real-world systems, a few key 
factors need to be considered:

• Authorization policies: What exactly is being delegated? Does it include full 
control or just limited permissions?
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Looking ahead, the DADE CG co-chairs will present a panel at Identiverse, 
providing an update on their progress. They are still seeking a legal expert to join 
the discussion and help round out the conversation on regulatory and legal 
considerations.

New Thoughts on 
Delegation
Delegation in digital identity isn’t new, but the conversations are getting more 
urgent. The lack of standard approaches is becoming painfully clear as 
organizations push for more flexible ways to share access—whether across 
individuals, businesses, or AI agents. Delegation sounds simple: one party 
authorizes another to act on their behalf. But in practice, most systems aren't 
built to handle it seamlessly, creating friction for users and security risks for 
businesses.

The Reality Check: 
Delegation Isn’t Supported by Default
Most systems assume a one-to-one relationship between an identity and its 
credentials. If a primary credential holder can’t act, the fallback is often a manual 
process—think faxed permission slips or lengthy phone calls to support teams. 
This process isn’t just inconvenient; it creates operational bottlenecks and 
security gaps. Instead of embedding delegation as a core feature, most 
organizations rely on ad hoc workarounds.

Several delegation models exist, but none fully solve the problem across all use 
cases:

• OAuth (Alice-to-Alice sharing): This allows limited authorization, but it still 
looks like Alice is the one taking action. It works well for simple scenarios but 
struggles when a clear distinction between the delegator and delegatee is 
needed.

• User-Managed Access (Alice-to-Bob sharing): Bob gets permission from 
Alice but remains clearly identified as Bob. This is better for tracking actions 
but adds complexity to the implementation.

• On-Behalf-Of (Bob as fiduciary for Alice): This model explicitly grants Bob 
the ability to act in Alice’s interest with Alice’s consent. It’s useful for regulated 
environments but requires strong audit trails.

• Personas (Delegation Chaining): The individual grants a subset of authority 
to a persona, which can then be passed along further. This model introduces 
flexibility but also potential ambiguity—how far can the chain extend before 
trust breaks down?

Corporate delegation follows similar patterns but adds legal and procedural 
constraints. For example, a business may delegate authority to an executive, but 
the delegation must follow strict corporate policies. Translating these nuances 
into technical systems is anything but straightforward.

Real-World Delegation Scenarios
Discussions at the Salon highlighted several real-world delegation challenges 
that remain unresolved:

• Parental delegation for minors: How do parents securely delegate access for 
tasks like managing a child’s passport or medical care? What happens when 
the child turns 18?

• Customer service delegation: Can a bank allow a customer service 
representative to initiate a transaction securely without breaking compliance?

• AI-powered agents: If a customer delegates banking permissions to an AI 
agent, who is responsible if the AI makes an unauthorized transaction?

• Legal power of attorney: Traditional estate planning relies on legal 
documents, but how does that translate into digital systems?

Delegation requires more than technical solutions; it also requires policy and 
legal frameworks that align with different industries’ requirements. During the 
event, we explored two of these scenarios in more detail.

A Customer Service Test Case (and Its Challenges)
Customer service interactions expose some of the most significant flaws in 
existing delegation models. When an agent needs to take action on behalf of a 
customer, they usually can’t issue their own access token—it has to come from 
the customer. But how do you ensure this process is secure, auditable, and 
practical?

A well-designed delegation model should include:

• Explicit consent tied to an action: The customer should approve the exact 
task the agent is performing, not just grant broad access.

• Short-lived tokens with clear audit trails: A token should expire quickly and 

leave a record of its use.
• Context-aware authorization mechanisms: The system should understand 

the context of the request and enforce constraints accordingly.

Without these elements, delegation can quickly turn into a security and data 
protection risk. Some organizations use specialized access scopes to ensure that 
delegated actions are appropriately restricted, but even that isn’t a silver bullet.
registration that a car would, but—for cybersecurity and for compliance 
reasons—authorities still need to know if it’s no longer a valid asset.

AI Agents: A Whole New Mess
Delegation was already tricky with humans; AI agents make it even worse. The 
web doesn’t currently recognize delegated credentials, let alone distinguish 
between a human and an AI acting on their behalf. This lack of clarity raises some 
uncomfortable questions: Should AI-driven transactions be labeled differently? 
Should websites be required to detect AI actors? If delegation becomes 
commonplace, every web service would need to accept a new class of delegated 
credentials—and we’re far from having an agreed-upon standard for that.

Components of Delegated Authorization (And 
Where It Gets Messy)
Delegation involves two parties—the delegator and the delegatee—but that’s 
just the foundation. To make delegation work in real-world systems, a few key 
factors need to be considered:

• Authorization policies: What exactly is being delegated? Does it include full 
control or just limited permissions?
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The Logging Problem
Speaking of afterthoughts—logging is another weak link. Without strong 
logging, delegation can create more uncertainty than clarity. Effective delegation 
logs should capture:

• The relationship between delegator and delegatee.
• The specific actions taken under delegation.
• The lifecycle of delegated tokens (creation, use, expiration).

Most systems don’t handle this well right now. Delegation needs better visibility, 
or it risks being more of a liability than an asset

Next Steps in Delegation Standardization
There was consensus that existing standards do not fully support delegation 
needs. While OAuth and User-Managed Access offer partial solutions, there is no 
single standard that addresses delegation across workforce, customer, and AI use 
cases. The discussion suggested:

• Expanding OAuth and UMA models to support more nuanced delegation 
scenarios.

• Exploring how verifiable credentials could be used to enable trusted 
delegation transactions.

• Bringing delegation issues into existing working groups rather than creating a 
new, standalone standard.

• Defining governance models to clarify when delegation expires, who can 
revoke it, and how liability is assigned.

The Salon highlighted that delegation is a pressing issue across many domains, 
and solving it will require coordination across identity standards bodies, legal 
frameworks, and real-world implementations.

Model-Based Access 
Automation: Moving 
Beyond Manual Oversight
Automating access management isn’t just about saving time; it’s about reducing 
risk. The challenge? Humans are still deeply embedded in the decision-making 
process. Right now, most access decisions boil down to a familiar cycle: someone 
says it’s okay, someone else repeats the process at regular intervals, and auditors 
check that the ritual was followed. The problem is, humans are inconsistent, often 
overwhelmed by the sheer volume of requests, and bad at spotting anomalies. If 
automation can do better, it’s worth asking how far we can push it.

The Stakeholder Equation: Getting Buy-In 
for Change
Changing a core business process—especially one tied to security and regulatory 
compliance—requires consensus. Key players include:

• Leadership: Needs to be convinced that access automation reduces business 
risk rather than just cutting costs.

• Cybersecurity teams: Often skeptical of automation until they see how it 
improves security posture.

• Technology risk managers: Concerned about governance, accountability, and 
ensuring automation decisions are explainable.

• SOX auditors: Initially wary, fearing that automation might obscure 

The key to selling automation isn’t just emphasizing efficiency. Framing it as a 
risk mitigation strategy, rather than a cost-cutting exercise, makes it harder to 
argue against.

The Reality Check: Humans Aren’t Great at 
Access Decisions
Making the case to stakeholders is about more than cost savings. Stats like the 
following (which were purely offered as examples and do not reflect the 
presenter’s reality) help make the point that even when access decisions are 
formally reviewed:

• [40%] of assigned entitlements haven’t been used in a year.
• Managers reject only [2%] of access requests.
• Entitlement owners reject only [4%] of requests.
• In a controlled test, [20%] of managers approved an entitlement labeled “FAKE 

ENTITLEMENT, REJECT”.

These numbers should be ones IAM teams should be able to generate, and they 
would clearly, the current approach isn’t working. The enterprise leading this 
discussion did, in fact, do this controlled test with a fake entitlement, and the 
results were less than ideal: Most approvals are rubber-stamped, and many 
entitlements persist long after they’re needed. Automation has the potential to 
improve this—but only if it’s built on a strong foundation.

Why SOX Auditors Changed Their Minds
SOX auditors, a group that initially resisted automation, became some of its 
strongest advocates—once they saw how it improved security rather than 
bypassing it. Their primary concerns were:

• How can we audit an automated system?
• Will automation create an opaque “black box” for access decisions?
• How do we ensure automated access reviews meet compliance standards?

The turning point came when policy-based automation was framed as a security 
enhancement rather than a process shortcut. Automating access reviews 
provided structured, evidence-backed decision-making that was far more reliable 
than periodic human reviews.

Models for Automating Access Decisions
Access automation can be broken into several approaches, each with its own 
strengths and limitations:

• Attribute-Based Access Control (ABAC): This model grants access 
dynamically based on policy and real-time conditions. When it works, it’s a 
powerful model, but many systems lack the necessary contextual data to 
reliably make policy-based decisions.

• Rule-Based Access Automation: This method uses predefined rules to 
automate entitlement assignment. It’s useful when ABAC isn’t an option, but 
it lacks flexibility and cannot adapt to new contexts.

• Model-Based Access Automation: This approach uses risk models and 
confidence scores to make real-time access recommendations, request 
approvals, and revoke unused entitlements. It learns over time, making it 
more adaptive than static rule-based systems.

For applications where context matters, models offer a more effective way to 
evaluate risk. Instead of blindly applying rules, they assess whether an access 
request aligns with expected behavior.

The Policy Challenge: Automating Governance
One of the biggest hurdles to automation is governance. Policies must be treated 
as business assets with clear ownership and version control. Yet many 
organizations rely on manual oversight, with policies scattered across 
documents, wikis, and ad hoc approval processes.
SOX auditors, initially skeptical, became advocates once they saw how 
policy-based automation improved security for high-risk applications. 
Automating policy enforcement removes subjectivity and ensures 
consistency—something that manual reviews consistently fail to achieve.

The Future: AI-Driven Access Decisions
A mature access automation strategy incorporates several layers of intelligence:

• Data Foundations: Correlate identity datasets to answer fundamental 
questions—who has access, what they can do, and whether they use that 
access.

• Advanced Analytics: Detect misuse patterns and identify unnecessary access 
before it becomes a security liability.

• Predictive Analytics: Use AI to recommend access, flag anomalies, and 
preemptively revoke entitlements that are likely to be misused.

The goal is to reduce reliance on human intervention. This includes:

• Recommending removals instead of waiting for reviews to flag outdated 
entitlements.

• Automating approval recommendations where risk is low.
• Gradually phasing in auto-approvals and auto-certifications—starting with 

low-risk access and expanding as confidence in the models grows.

The Balancing Act: When to Keep Humans in 
the Loop
Not every access decision should be fully automated. The right balance depends 
on the level of risk:

• “No-brainer” decisions: Low-risk entitlements that should be automatically 
granted or revoked.

• Certification recommendations: Helping managers make informed decisions 
with context-rich recommendations.

• Higher-risk approvals: Keeping human oversight but eliminating 
unnecessary approvals.

• Auto-provisioning: The final stage, where high-confidence automation grants 
access with minimal human involvement.

What’s Next?
Automating access is inevitable, but it requires a shift in mindset. Instead of 
treating human review as the gold standard, organizations need to recognize its 
limitations and design systems that make smarter, faster decisions.
The biggest takeaway? Access automation works best when it removes 
unnecessary human involvement—not when it removes oversight entirely. The 
right mix of policy-based controls, risk models, and AI-driven recommendations 
can improve security while making access management more efficient. The 

sooner we move away from manually reviewing endless entitlement lists, the 
better.

Workforce Identity Data 
Platforms: Powering 
Continuous Identity
“Data is like garbage. You’d better know what you are going to do with it before you 
collect it.”
That sentiment sums up the challenge of workforce identity data platforms. The 
more data you pull in, the more effort it takes to clean, transform, and make it useful. 
Identity systems today generate an overwhelming number of signals, but without a 
structured approach, they become noise rather than insight. The conversation 
focused on how to turn that data into continuous, actionable identity intelligence.

The Identity Fabric: A Layered Approach
Workforce identity platforms are shifting toward a fabric-based model, where 
identity signals continuously feed a structured framework. The architecture 
discussed follows this layered approach:

1. Workforce Identity Data Platform (Core): Aggregates and processes identity 
signals.

2. Identity Fabric / Continuous Ingest & Analysis: Ensures signals are captured in 
real time.

3. Functional Plane: Implements Shared Signals standards and identity 
verification.

4. Orchestration Layer (Signal Plane): Transmits and processes signals for 
decision-making.

5.   Action Plane: Executes identity and access decisions based on processed data.

The key takeaway? If identity data verification is flawed at the ingest stage, 
everything that follows is unreliable. Garbage in, garbage out.

Identity Data Platforms vs. Traditional IAM
Traditional IAM approaches focus on managing accounts and entitlements, but 
workforce identity data platforms shift the focus to real-time intelligence and 
adaptive responses. Several major themes emerged:

• Continuous Identity Management: It’s not about which tool you use but how 
you integrate governance across all identity events.

• Continuous Access Management: Moving beyond static access control to 
dynamic authorization (e.g., Continuous Access Evaluation Protocol, or CAEP).

• Threat Detection & Response: Identity signals feed into security models, 
allowing proactive detection of compromised accounts.

These shifts mean traditional IAM systems may become specialized appliances 
rather than central controllers. The focus is moving toward real-time identity 
orchestration rather than static policy enforcement.

The Role of Shared Signals and Federation
Federated identity has long been about trusting external identity providers, but 
trust without feedback loops is a weak model. A key challenge remains: when a 
federation reports that a problem has been resolved, how does the relying party 
verify that and react accordingly?

Shared signals protocols, like CAEP, allow identity systems to transmit and receive 
trust updates dynamically. If an event like a credential compromise occurs, signals 
can trigger policy-driven actions, such as forcing a password reset. However, every 
federation must agree on these requirements upfront, or implementation remains 
fragmented. Challenges include:

• Policy enforcement: Standardized policies must accompany signals to ensure 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Data Models and Identity Graphs
A major shift in identity data platforms is moving from admin-time and run-time 
decision-making to analytical and operational graphs that continuously inform 
decisions. This requires structuring data into:

• Enterprise Graphs: Mapping workforce relationships and access patterns.
• Identity Graphs: Tracking authentication, account lifecycles, and risk signals.
• Entitlements Graphs: Understanding what users can access and whether they 

use it.
• Shared Signals Graphs: Enabling bidirectional trust updates across identity 

systems.

The takeaway? Orchestration and data platforms should remain separate. The 
orchestration hub manages execution, while the data platform provides context. 
Running both in the same environment risks turning the data platform into an 
operational bottleneck.

Turning Identity Signals into Action
The discussion highlighted a simple pattern: Data → Event → Action. A few key 
examples:

• Lifecycle Management: A new hire is onboarded, meeting security criteria, 
which triggers automated provisioning.

• ITDR (Identity Threat Detection and Response): If an identity deviates from 
normal behavior, all sessions are revoked until additional proofing occurs.

• Federated Trust Updates: If a federated provider resolves an issue, signals 
must flow back to relying parties to restore access.

Signals aren’t just for detection; they need to drive automated responses while 
maintaining human oversight where necessary.

The Next Step: Standardizing Signal Processing
The industry is moving toward bidirectional identity signal sharing, but 
implementation remains fragmented. Some key challenges include:]

• Policy enforcement: Standardized policies must accompany signals, so 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Final Thoughts

Workforce identity data platforms are shifting from static identity governance to 
continuous identity intelligence. Instead of relying on periodic reviews and manual 
interventions, organizations are moving toward real-time identity signals, adaptive 
risk-based responses, and automation-driven trust models.
The transition isn’t seamless. Cleaning and transforming identity data remains a 
heavy lift, and orchestration layers must evolve to handle the increasing volume of 
signals. But the direction is clear: identity management is no longer about 
provisioning and access reviews—it’s about continuous, data-driven identity 
intelligence.

Open IAM Data Schema: Can 
We Standardize Identity 
Data?
Pre-reading: Glazer, Ian. “2025: The year we free our IAM data,” blog, December 
20, 2024, https://weaveidentity.com/blog/2025-the-year-we-free-our-iam-data/. 

The industry has spent years refining authentication and access control 
protocols, but standardized identity data schemas remain elusive. With 30–70% 
data overlap across silos like IGA, SSO, PAM, OAuth, MFA, and authorization 
systems, the inefficiency is obvious. Yet, there’s no clear path toward a common 
identity data schema that would enable real interoperability.
A fundamental challenge surfaced in the discussion: There is no vendor-neutral, 
product-ready third-party data tier for IAM because no one agrees on what the 
schema should look like. If IAM platforms can’t agree on what identity data 
should include, how can organizations build on top of it?

The Roadblocks to Standardization
Efforts to create a common schema have stalled due to several persistent 
challenges

• Proprietary and closed data models: Vendors define their own schemas, 
making interoperability difficult.

• Siloed data tiers: Workforce IAM, CIAM, and security logs don’t speak the 
same language.

• Lack of a common information model: Without shared definitions, even 
well-structured data is hard to compare.

• Data portability concerns: No one wants to migrate IAM data more than 
once, leading to entrenched legacy formats.

[Where] Should Standardization Begin?
The discussion focused on workforce identity, recognizing that customer IAM 
(CIAM) introduces even more complexity. But even within workforce IAM, there’s 
a long way to go:

• SCIM (System for Cross-domain Identity Management) has gaps: The core 
SCIM schema covers users, groups, and enterprises, but it doesn’t fully capture 
entitlements or CIAM needs.

• IAM hasn’t addressed data-at-rest schemas in decades: Most efforts focus 
on data in motion (APIs, event-driven models), rather than how identity data 
should be structured for long-term use.

• The graph model dilemma: Some argue that identity data belongs in a graph 
structure, while others see graphs as just one possible representation. 
Enterprises have different graph implementations, making standardization 
tricky.

Overlap with Other Standardization Efforts
The conversation highlighted that IAM data schema challenges aren’t new. 
Several existing initiatives have attempted to address similar problems, including:

• The Open Cybersecurity Schema Framework (OCSF): Originally designed for 
security event data, some participants believe IAM data could be modeled 
similarly.

• The Cloud Information Model (CIM): A past effort aimed at unifying CRM and 
identity data, but it never gained traction.

• SCIM 3.0 discussions: SCIM provides a basic user and group structure, but a 
significant expansion would be needed to cover modern identity use cases.

A key question: Should identity data standardization align with existing security 
and cloud data models, or should IAM-specific schemas be developed 
independently?

The Standards Debate: SCIM, OIDF, or 
Something Else?
Three possible paths forward emerged:

1. Push for SCIM 3.0: If SCIM 2.0 isn’t enough, why not improve it? SCIM has 
brand recognition, and expanding its schema could help solve workforce 
identity challenges.

2. Form a working group within OIDF (OpenID Foundation): A new effort 
could attract fresh perspectives beyond traditional IAM.

3. Leverage the Open Cybersecurity Framework (OCSF): Some argue that IAM 
data should be treated like security event data, benefiting from the work 
already happening in OCSF.

Each path has tradeoffs. SCIM is widely used but lacks the flexibility needed for 
modern entitlements and delegation models. OCSF provides a security-focused 
structure but doesn’t account for identity governance complexities.

The Challenge of Identity Data Relationships
IAM data isn’t just a collection of attributes—it’s about relationships between 
entities. Whether the model is graph-based or relational, the real issue is:

• Which relationships matter? A workforce schema needs to capture 
user-to-entitlement, user-to-asset, and user-to-user relationships.

• How much standardization is realistic? Would an 80/20 approach work, 
where the core 80% is standardized, and the remaining 20% is 
implementation-specific?

• Can we separate data storage from data portability? A common schema 
could focus on making data portable between systems rather than forcing 
everyone into the same storage model.

Practical Implementation Challenges
Even if a standard IAM data schema were agreed upon, implementation poses 
additional hurdles:

• Vendor adoption is slow: Even widely accepted standards like SCIM have 
taken years to see broad implementation.

• Data transformations add complexity: If every system maintains its own 
schema and relies on a transformer, the industry still isn’t speaking the same 
language.

• Graph-based IAM models aren’t universal: Some enterprises use 
graph-based identity stores, while others rely on relational databases. 
Standardization must accommodate both.

Next Steps: Defining a Path Forward
The group identified several action items:

• Create a new Slack channel in IDPro to continue refining the problem space.
• Draft a working group charter to outline potential schema requirements.
• Seek input from data modeling experts beyond traditional IAM 

professionals.

IAM data schemas have been neglected for too long. Whether through SCIM, 
OIDF, or a new industry-wide effort, it’s time to move beyond vendor lock-in and 
fragmented identity data models. The goal isn’t just defining a schema—it’s 
making IAM data truly portable and usable across platforms.

Identity Salon Wrap-Up: 
Reflections and Next Steps
The Identity Salon once again proved its value as a space for deep discussions, 
practical insights, and connections across the identity community. The day’s 
conversations covered a lot of ground—balancing practitioner challenges with 
high-level strategic topics, offering a mix of forward-looking concepts and hard 
reality checks.

What Worked Well

Looking Ahead

• Bridging Theory and Implementation: Future sessions should focus more on 
the practical deployment of the concepts discussed. Conferences tend to 
highlight high-level trends, but the Salon can be a space to dig into real 
implementation roadblocks.

• Revisiting Key Topics: There’s no reason past discussions can’t resurface in 
future virtual sessions, whether as a refresher or to track progress.

• Expanding the Impact: Could some of these discussions feed into larger 
conferences? If the Salon is surfacing critical industry questions, it makes 
sense to find ways to get them on the main stage elsewhere.

• Measuring Value for Organizations: Some participants need to justify 
attendance to their companies. A clearer articulation of takeaways—or even 
internal knowledge-sharing formats—could help with that.

• Newsletters & Reports: Many attendees find written reports valuable for 
onboarding new participants and bringing insights back to their teams. The 
challenge is making sure these reports are widely seen and used.

A Question for the Future: Should This Be a Paid 
Event?

• Some suggested introducing a tiered subscription model or a small 
participation fee to sustain the quality of discussions.

• Any approach would still prioritize an invite-only model to maintain the right 
participant mix.

• Keeping the group at around 30 attendees seems to be the ideal size for 
productive conversations.
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• Transitivity: Can a delegatee pass on their authority to someone else? 
Sometimes yes, sometimes no—and that distinction matters. Without clear 
constraints, delegation can create unintended security gaps.

The biggest issue is retrofitting delegation into existing systems, which is a 
nightmare. If delegation isn’t built into an access control system from the start, 
organizations are left patching it in later—an expensive and error-prone process

Delegation States: How It Starts and How It Ends
Like any access model, delegation has a lifecycle. A rough breakdown includes:

1. Establishing delegation: The initial setup where one party grants another 
access.

2. Changing state: Events like incapacitation or employment changes might 
alter delegation status.

3. Representing delegation: The system needs to recognize and enforce 
delegation rules.

4. Storing delegation records: Proper logging ensures accountability.
5. Using the delegated authority: The delegatee performs actions on behalf of 

the delegator.
6. Removing or revoking delegation: Delegation must be reversible when no 

longer needed.

This isn’t the full picture, but it highlights a major issue: once something is 
delegated, tracking and managing it is often an afterthought.
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The Logging Problem
Speaking of afterthoughts—logging is another weak link. Without strong 
logging, delegation can create more uncertainty than clarity. Effective delegation 
logs should capture:

• The relationship between delegator and delegatee.
• The specific actions taken under delegation.
• The lifecycle of delegated tokens (creation, use, expiration).

Most systems don’t handle this well right now. Delegation needs better visibility, 
or it risks being more of a liability than an asset

Next Steps in Delegation Standardization
There was consensus that existing standards do not fully support delegation 
needs. While OAuth and User-Managed Access offer partial solutions, there is no 
single standard that addresses delegation across workforce, customer, and AI use 
cases. The discussion suggested:

• Expanding OAuth and UMA models to support more nuanced delegation
scenarios.

• Exploring how verifiable credentials could be used to enable trusted
delegation transactions.

• Bringing delegation issues into existing working groups rather than creating a
new, standalone standard.

• Defining governance models to clarify when delegation expires, who can
revoke it, and how liability is assigned.

The Salon highlighted that delegation is a pressing issue across many domains, 
and solving it will require coordination across identity standards bodies, legal 
frameworks, and real-world implementations.

Model-Based Access 
Automation: Moving 
Beyond Manual Oversight
Automating access management isn’t just about saving time; it’s about reducing 
risk. The challenge? Humans are still deeply embedded in the decision-making 
process. Right now, most access decisions boil down to a familiar cycle: someone 
says it’s okay, someone else repeats the process at regular intervals, and auditors 
check that the ritual was followed. The problem is, humans are inconsistent, often 
overwhelmed by the sheer volume of requests, and bad at spotting anomalies. If 
automation can do better, it’s worth asking how far we can push it.

The Stakeholder Equation: Getting Buy-In 
for Change
Changing a core business process—especially one tied to security and regulatory 
compliance—requires consensus. Key players include:

• Leadership: Needs to be convinced that access automation reduces business 
risk rather than just cutting costs.

• Cybersecurity teams: Often skeptical of automation until they see how it 
improves security posture.

• Technology risk managers: Concerned about governance, accountability, and 
ensuring automation decisions are explainable.

• SOX auditors: Initially wary, fearing that automation might obscure 

The key to selling automation isn’t just emphasizing efficiency. Framing it as a 
risk mitigation strategy, rather than a cost-cutting exercise, makes it harder to 
argue against.

The Reality Check: Humans Aren’t Great at 
Access Decisions
Making the case to stakeholders is about more than cost savings. Stats like the 
following (which were purely offered as examples and do not reflect the 
presenter’s reality) help make the point that even when access decisions are 
formally reviewed:

• [40%] of assigned entitlements haven’t been used in a year.
• Managers reject only [2%] of access requests.
• Entitlement owners reject only [4%] of requests.
• In a controlled test, [20%] of managers approved an entitlement labeled “FAKE 

ENTITLEMENT, REJECT”.

These numbers should be ones IAM teams should be able to generate, and they 
would clearly, the current approach isn’t working. The enterprise leading this 
discussion did, in fact, do this controlled test with a fake entitlement, and the 
results were less than ideal: Most approvals are rubber-stamped, and many 
entitlements persist long after they’re needed. Automation has the potential to 
improve this—but only if it’s built on a strong foundation.

Why SOX Auditors Changed Their Minds
SOX auditors, a group that initially resisted automation, became some of its 
strongest advocates—once they saw how it improved security rather than 
bypassing it. Their primary concerns were:

• How can we audit an automated system?
• Will automation create an opaque “black box” for access decisions?
• How do we ensure automated access reviews meet compliance standards?

The turning point came when policy-based automation was framed as a security 
enhancement rather than a process shortcut. Automating access reviews 
provided structured, evidence-backed decision-making that was far more reliable 
than periodic human reviews.

Models for Automating Access Decisions
Access automation can be broken into several approaches, each with its own 
strengths and limitations:

• Attribute-Based Access Control (ABAC): This model grants access 
dynamically based on policy and real-time conditions. When it works, it’s a 
powerful model, but many systems lack the necessary contextual data to 
reliably make policy-based decisions.

• Rule-Based Access Automation: This method uses predefined rules to 
automate entitlement assignment. It’s useful when ABAC isn’t an option, but 
it lacks flexibility and cannot adapt to new contexts.

• Model-Based Access Automation: This approach uses risk models and 
confidence scores to make real-time access recommendations, request 
approvals, and revoke unused entitlements. It learns over time, making it 
more adaptive than static rule-based systems.

For applications where context matters, models offer a more effective way to 
evaluate risk. Instead of blindly applying rules, they assess whether an access 
request aligns with expected behavior.

The Policy Challenge: Automating Governance
One of the biggest hurdles to automation is governance. Policies must be treated 
as business assets with clear ownership and version control. Yet many 
organizations rely on manual oversight, with policies scattered across 
documents, wikis, and ad hoc approval processes.
SOX auditors, initially skeptical, became advocates once they saw how 
policy-based automation improved security for high-risk applications. 
Automating policy enforcement removes subjectivity and ensures 
consistency—something that manual reviews consistently fail to achieve.

The Future: AI-Driven Access Decisions
A mature access automation strategy incorporates several layers of intelligence:

• Data Foundations: Correlate identity datasets to answer fundamental 
questions—who has access, what they can do, and whether they use that 
access.

• Advanced Analytics: Detect misuse patterns and identify unnecessary access 
before it becomes a security liability.

• Predictive Analytics: Use AI to recommend access, flag anomalies, and 
preemptively revoke entitlements that are likely to be misused.

The goal is to reduce reliance on human intervention. This includes:

• Recommending removals instead of waiting for reviews to flag outdated 
entitlements.

• Automating approval recommendations where risk is low.
• Gradually phasing in auto-approvals and auto-certifications—starting with 

low-risk access and expanding as confidence in the models grows.

The Balancing Act: When to Keep Humans in 
the Loop
Not every access decision should be fully automated. The right balance depends 
on the level of risk:

• “No-brainer” decisions: Low-risk entitlements that should be automatically 
granted or revoked.

• Certification recommendations: Helping managers make informed decisions 
with context-rich recommendations.

• Higher-risk approvals: Keeping human oversight but eliminating 
unnecessary approvals.

• Auto-provisioning: The final stage, where high-confidence automation grants 
access with minimal human involvement.

What’s Next?
Automating access is inevitable, but it requires a shift in mindset. Instead of 
treating human review as the gold standard, organizations need to recognize its 
limitations and design systems that make smarter, faster decisions.
The biggest takeaway? Access automation works best when it removes 
unnecessary human involvement—not when it removes oversight entirely. The 
right mix of policy-based controls, risk models, and AI-driven recommendations 
can improve security while making access management more efficient. The 

sooner we move away from manually reviewing endless entitlement lists, the 
better.

Workforce Identity Data 
Platforms: Powering 
Continuous Identity
“Data is like garbage. You’d better know what you are going to do with it before you 
collect it.”
That sentiment sums up the challenge of workforce identity data platforms. The 
more data you pull in, the more effort it takes to clean, transform, and make it useful. 
Identity systems today generate an overwhelming number of signals, but without a 
structured approach, they become noise rather than insight. The conversation 
focused on how to turn that data into continuous, actionable identity intelligence.

The Identity Fabric: A Layered Approach
Workforce identity platforms are shifting toward a fabric-based model, where 
identity signals continuously feed a structured framework. The architecture 
discussed follows this layered approach:

1. Workforce Identity Data Platform (Core): Aggregates and processes identity 
signals.

2. Identity Fabric / Continuous Ingest & Analysis: Ensures signals are captured in 
real time.

3. Functional Plane: Implements Shared Signals standards and identity 
verification.

4. Orchestration Layer (Signal Plane): Transmits and processes signals for 
decision-making.

5.   Action Plane: Executes identity and access decisions based on processed data.

The key takeaway? If identity data verification is flawed at the ingest stage, 
everything that follows is unreliable. Garbage in, garbage out.

Identity Data Platforms vs. Traditional IAM
Traditional IAM approaches focus on managing accounts and entitlements, but 
workforce identity data platforms shift the focus to real-time intelligence and 
adaptive responses. Several major themes emerged:

• Continuous Identity Management: It’s not about which tool you use but how 
you integrate governance across all identity events.

• Continuous Access Management: Moving beyond static access control to 
dynamic authorization (e.g., Continuous Access Evaluation Protocol, or CAEP).

• Threat Detection & Response: Identity signals feed into security models, 
allowing proactive detection of compromised accounts.

These shifts mean traditional IAM systems may become specialized appliances 
rather than central controllers. The focus is moving toward real-time identity 
orchestration rather than static policy enforcement.

The Role of Shared Signals and Federation
Federated identity has long been about trusting external identity providers, but 
trust without feedback loops is a weak model. A key challenge remains: when a 
federation reports that a problem has been resolved, how does the relying party 
verify that and react accordingly?

Shared signals protocols, like CAEP, allow identity systems to transmit and receive 
trust updates dynamically. If an event like a credential compromise occurs, signals 
can trigger policy-driven actions, such as forcing a password reset. However, every 
federation must agree on these requirements upfront, or implementation remains 
fragmented. Challenges include:

• Policy enforcement: Standardized policies must accompany signals to ensure 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Data Models and Identity Graphs
A major shift in identity data platforms is moving from admin-time and run-time 
decision-making to analytical and operational graphs that continuously inform 
decisions. This requires structuring data into:

• Enterprise Graphs: Mapping workforce relationships and access patterns.
• Identity Graphs: Tracking authentication, account lifecycles, and risk signals.
• Entitlements Graphs: Understanding what users can access and whether they 

use it.
• Shared Signals Graphs: Enabling bidirectional trust updates across identity 

systems.

The takeaway? Orchestration and data platforms should remain separate. The 
orchestration hub manages execution, while the data platform provides context. 
Running both in the same environment risks turning the data platform into an 
operational bottleneck.

Turning Identity Signals into Action
The discussion highlighted a simple pattern: Data → Event → Action. A few key 
examples:

• Lifecycle Management: A new hire is onboarded, meeting security criteria, 
which triggers automated provisioning.

• ITDR (Identity Threat Detection and Response): If an identity deviates from 
normal behavior, all sessions are revoked until additional proofing occurs.

• Federated Trust Updates: If a federated provider resolves an issue, signals 
must flow back to relying parties to restore access.

Signals aren’t just for detection; they need to drive automated responses while 
maintaining human oversight where necessary.

The Next Step: Standardizing Signal Processing
The industry is moving toward bidirectional identity signal sharing, but 
implementation remains fragmented. Some key challenges include:]

• Policy enforcement: Standardized policies must accompany signals, so 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Final Thoughts

Workforce identity data platforms are shifting from static identity governance to 
continuous identity intelligence. Instead of relying on periodic reviews and manual 
interventions, organizations are moving toward real-time identity signals, adaptive 
risk-based responses, and automation-driven trust models.
The transition isn’t seamless. Cleaning and transforming identity data remains a 
heavy lift, and orchestration layers must evolve to handle the increasing volume of 
signals. But the direction is clear: identity management is no longer about 
provisioning and access reviews—it’s about continuous, data-driven identity 
intelligence.

Open IAM Data Schema: Can 
We Standardize Identity 
Data?
Pre-reading: Glazer, Ian. “2025: The year we free our IAM data,” blog, December 
20, 2024, https://weaveidentity.com/blog/2025-the-year-we-free-our-iam-data/. 

The industry has spent years refining authentication and access control 
protocols, but standardized identity data schemas remain elusive. With 30–70% 
data overlap across silos like IGA, SSO, PAM, OAuth, MFA, and authorization 
systems, the inefficiency is obvious. Yet, there’s no clear path toward a common 
identity data schema that would enable real interoperability.
A fundamental challenge surfaced in the discussion: There is no vendor-neutral, 
product-ready third-party data tier for IAM because no one agrees on what the 
schema should look like. If IAM platforms can’t agree on what identity data 
should include, how can organizations build on top of it?

The Roadblocks to Standardization
Efforts to create a common schema have stalled due to several persistent 
challenges

• Proprietary and closed data models: Vendors define their own schemas, 
making interoperability difficult.

• Siloed data tiers: Workforce IAM, CIAM, and security logs don’t speak the 
same language.

• Lack of a common information model: Without shared definitions, even 
well-structured data is hard to compare.

• Data portability concerns: No one wants to migrate IAM data more than 
once, leading to entrenched legacy formats.

[Where] Should Standardization Begin?
The discussion focused on workforce identity, recognizing that customer IAM 
(CIAM) introduces even more complexity. But even within workforce IAM, there’s 
a long way to go:

• SCIM (System for Cross-domain Identity Management) has gaps: The core 
SCIM schema covers users, groups, and enterprises, but it doesn’t fully capture 
entitlements or CIAM needs.

• IAM hasn’t addressed data-at-rest schemas in decades: Most efforts focus 
on data in motion (APIs, event-driven models), rather than how identity data 
should be structured for long-term use.

• The graph model dilemma: Some argue that identity data belongs in a graph 
structure, while others see graphs as just one possible representation. 
Enterprises have different graph implementations, making standardization 
tricky.

Overlap with Other Standardization Efforts
The conversation highlighted that IAM data schema challenges aren’t new. 
Several existing initiatives have attempted to address similar problems, including:

• The Open Cybersecurity Schema Framework (OCSF): Originally designed for 
security event data, some participants believe IAM data could be modeled 
similarly.

• The Cloud Information Model (CIM): A past effort aimed at unifying CRM and 
identity data, but it never gained traction.

• SCIM 3.0 discussions: SCIM provides a basic user and group structure, but a 
significant expansion would be needed to cover modern identity use cases.

A key question: Should identity data standardization align with existing security 
and cloud data models, or should IAM-specific schemas be developed 
independently?

The Standards Debate: SCIM, OIDF, or 
Something Else?
Three possible paths forward emerged:

1. Push for SCIM 3.0: If SCIM 2.0 isn’t enough, why not improve it? SCIM has 
brand recognition, and expanding its schema could help solve workforce 
identity challenges.

2. Form a working group within OIDF (OpenID Foundation): A new effort 
could attract fresh perspectives beyond traditional IAM.

3. Leverage the Open Cybersecurity Framework (OCSF): Some argue that IAM 
data should be treated like security event data, benefiting from the work 
already happening in OCSF.

Each path has tradeoffs. SCIM is widely used but lacks the flexibility needed for 
modern entitlements and delegation models. OCSF provides a security-focused 
structure but doesn’t account for identity governance complexities.

The Challenge of Identity Data Relationships
IAM data isn’t just a collection of attributes—it’s about relationships between 
entities. Whether the model is graph-based or relational, the real issue is:

• Which relationships matter? A workforce schema needs to capture 
user-to-entitlement, user-to-asset, and user-to-user relationships.

• How much standardization is realistic? Would an 80/20 approach work, 
where the core 80% is standardized, and the remaining 20% is 
implementation-specific?

• Can we separate data storage from data portability? A common schema 
could focus on making data portable between systems rather than forcing 
everyone into the same storage model.

Practical Implementation Challenges
Even if a standard IAM data schema were agreed upon, implementation poses 
additional hurdles:

• Vendor adoption is slow: Even widely accepted standards like SCIM have 
taken years to see broad implementation.

• Data transformations add complexity: If every system maintains its own 
schema and relies on a transformer, the industry still isn’t speaking the same 
language.

• Graph-based IAM models aren’t universal: Some enterprises use 
graph-based identity stores, while others rely on relational databases. 
Standardization must accommodate both.

Next Steps: Defining a Path Forward
The group identified several action items:

• Create a new Slack channel in IDPro to continue refining the problem space.
• Draft a working group charter to outline potential schema requirements.
• Seek input from data modeling experts beyond traditional IAM 

professionals.

IAM data schemas have been neglected for too long. Whether through SCIM, 
OIDF, or a new industry-wide effort, it’s time to move beyond vendor lock-in and 
fragmented identity data models. The goal isn’t just defining a schema—it’s 
making IAM data truly portable and usable across platforms.

Identity Salon Wrap-Up: 
Reflections and Next Steps
The Identity Salon once again proved its value as a space for deep discussions, 
practical insights, and connections across the identity community. The day’s 
conversations covered a lot of ground—balancing practitioner challenges with 
high-level strategic topics, offering a mix of forward-looking concepts and hard 
reality checks.

What Worked Well

Looking Ahead

• Bridging Theory and Implementation: Future sessions should focus more on 
the practical deployment of the concepts discussed. Conferences tend to 
highlight high-level trends, but the Salon can be a space to dig into real 
implementation roadblocks.

• Revisiting Key Topics: There’s no reason past discussions can’t resurface in 
future virtual sessions, whether as a refresher or to track progress.

• Expanding the Impact: Could some of these discussions feed into larger 
conferences? If the Salon is surfacing critical industry questions, it makes 
sense to find ways to get them on the main stage elsewhere.

• Measuring Value for Organizations: Some participants need to justify 
attendance to their companies. A clearer articulation of takeaways—or even 
internal knowledge-sharing formats—could help with that.

• Newsletters & Reports: Many attendees find written reports valuable for 
onboarding new participants and bringing insights back to their teams. The 
challenge is making sure these reports are widely seen and used.

A Question for the Future: Should This Be a Paid 
Event?

• Some suggested introducing a tiered subscription model or a small 
participation fee to sustain the quality of discussions.

• Any approach would still prioritize an invite-only model to maintain the right 
participant mix.

• Keeping the group at around 30 attendees seems to be the ideal size for 
productive conversations.
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The Logging Problem
Speaking of afterthoughts—logging is another weak link. Without strong 
logging, delegation can create more uncertainty than clarity. Effective delegation 
logs should capture:

• The relationship between delegator and delegatee.
• The specific actions taken under delegation.
• The lifecycle of delegated tokens (creation, use, expiration).

Most systems don’t handle this well right now. Delegation needs better visibility, 
or it risks being more of a liability than an asset

Next Steps in Delegation Standardization
There was consensus that existing standards do not fully support delegation 
needs. While OAuth and User-Managed Access offer partial solutions, there is no 
single standard that addresses delegation across workforce, customer, and AI use 
cases. The discussion suggested:

• Expanding OAuth and UMA models to support more nuanced delegation 
scenarios.

• Exploring how verifiable credentials could be used to enable trusted 
delegation transactions.

• Bringing delegation issues into existing working groups rather than creating a 
new, standalone standard.

• Defining governance models to clarify when delegation expires, who can 
revoke it, and how liability is assigned.

The Salon highlighted that delegation is a pressing issue across many domains, 
and solving it will require coordination across identity standards bodies, legal 
frameworks, and real-world implementations.

Model-Based Access 
Automation: Moving 
Beyond Manual Oversight
Automating access management isn’t just about saving time; it’s about reducing 
risk. The challenge? Humans are still deeply embedded in the decision-making 
process. Right now, most access decisions boil down to a familiar cycle: someone 
says it’s okay, someone else repeats the process at regular intervals, and auditors 
check that the ritual was followed. The problem is, humans are inconsistent, often 
overwhelmed by the sheer volume of requests, and bad at spotting anomalies. If 
automation can do better, it’s worth asking how far we can push it.

The Stakeholder Equation: Getting Buy-In 
for Change
Changing a core business process—especially one tied to security and regulatory 
compliance—requires consensus. Key players include:

• Leadership: Needs to be convinced that access automation reduces business 
risk rather than just cutting costs.

• Cybersecurity teams: Often skeptical of automation until they see how it 
improves security posture.

• Technology risk managers: Concerned about governance, accountability, and 
ensuring automation decisions are explainable.

• SOX auditors: Initially wary, fearing that automation might obscure 

The key to selling automation isn’t just emphasizing efficiency. Framing it as a 
risk mitigation strategy, rather than a cost-cutting exercise, makes it harder to 
argue against.

The Reality Check: Humans Aren’t Great at 
Access Decisions
Making the case to stakeholders is about more than cost savings. Stats like the 
following (which were purely offered as examples and do not reflect the 
presenter’s reality) help make the point that even when access decisions are 
formally reviewed:

• [40%] of assigned entitlements haven’t been used in a year.
• Managers reject only [2%] of access requests.
• Entitlement owners reject only [4%] of requests.
• In a controlled test, [20%] of managers approved an entitlement labeled “FAKE 

ENTITLEMENT, REJECT”.

These numbers should be ones IAM teams should be able to generate, and they 
would clearly, the current approach isn’t working. The enterprise leading this 
discussion did, in fact, do this controlled test with a fake entitlement, and the 
results were less than ideal: Most approvals are rubber-stamped, and many 
entitlements persist long after they’re needed. Automation has the potential to 
improve this—but only if it’s built on a strong foundation.

Why SOX Auditors Changed Their Minds
SOX auditors, a group that initially resisted automation, became some of its 
strongest advocates—once they saw how it improved security rather than 
bypassing it. Their primary concerns were:

• How can we audit an automated system?
• Will automation create an opaque “black box” for access decisions?
• How do we ensure automated access reviews meet compliance standards?

The turning point came when policy-based automation was framed as a security 
enhancement rather than a process shortcut. Automating access reviews 
provided structured, evidence-backed decision-making that was far more reliable 
than periodic human reviews.

Models for Automating Access Decisions
Access automation can be broken into several approaches, each with its own 
strengths and limitations:

• Attribute-Based Access Control (ABAC): This model grants access 
dynamically based on policy and real-time conditions. When it works, it’s a 
powerful model, but many systems lack the necessary contextual data to 
reliably make policy-based decisions.

• Rule-Based Access Automation: This method uses predefined rules to 
automate entitlement assignment. It’s useful when ABAC isn’t an option, but 
it lacks flexibility and cannot adapt to new contexts.

• Model-Based Access Automation: This approach uses risk models and 
confidence scores to make real-time access recommendations, request 
approvals, and revoke unused entitlements. It learns over time, making it 
more adaptive than static rule-based systems.

For applications where context matters, models offer a more effective way to 
evaluate risk. Instead of blindly applying rules, they assess whether an access 
request aligns with expected behavior.

The Policy Challenge: Automating Governance
One of the biggest hurdles to automation is governance. Policies must be treated 
as business assets with clear ownership and version control. Yet many 
organizations rely on manual oversight, with policies scattered across 
documents, wikis, and ad hoc approval processes.
SOX auditors, initially skeptical, became advocates once they saw how 
policy-based automation improved security for high-risk applications. 
Automating policy enforcement removes subjectivity and ensures 
consistency—something that manual reviews consistently fail to achieve.

The Future: AI-Driven Access Decisions
A mature access automation strategy incorporates several layers of intelligence:

• Data Foundations: Correlate identity datasets to answer fundamental 
questions—who has access, what they can do, and whether they use that 
access.

• Advanced Analytics: Detect misuse patterns and identify unnecessary access 
before it becomes a security liability.

• Predictive Analytics: Use AI to recommend access, flag anomalies, and 
preemptively revoke entitlements that are likely to be misused.

The goal is to reduce reliance on human intervention. This includes:

• Recommending removals instead of waiting for reviews to flag outdated 
entitlements.

• Automating approval recommendations where risk is low.
• Gradually phasing in auto-approvals and auto-certifications—starting with 

low-risk access and expanding as confidence in the models grows.

The Balancing Act: When to Keep Humans in 
the Loop
Not every access decision should be fully automated. The right balance depends 
on the level of risk:

• “No-brainer” decisions: Low-risk entitlements that should be automatically 
granted or revoked.

• Certification recommendations: Helping managers make informed decisions 
with context-rich recommendations.

• Higher-risk approvals: Keeping human oversight but eliminating 
unnecessary approvals.

• Auto-provisioning: The final stage, where high-confidence automation grants 
access with minimal human involvement.

What’s Next?
Automating access is inevitable, but it requires a shift in mindset. Instead of 
treating human review as the gold standard, organizations need to recognize its 
limitations and design systems that make smarter, faster decisions.
The biggest takeaway? Access automation works best when it removes 
unnecessary human involvement—not when it removes oversight entirely. The 
right mix of policy-based controls, risk models, and AI-driven recommendations 
can improve security while making access management more efficient. The 

sooner we move away from manually reviewing endless entitlement lists, the 
better.

Workforce Identity Data 
Platforms: Powering 
Continuous Identity
“Data is like garbage. You’d better know what you are going to do with it before you 
collect it.”
That sentiment sums up the challenge of workforce identity data platforms. The 
more data you pull in, the more effort it takes to clean, transform, and make it useful. 
Identity systems today generate an overwhelming number of signals, but without a 
structured approach, they become noise rather than insight. The conversation 
focused on how to turn that data into continuous, actionable identity intelligence.

The Identity Fabric: A Layered Approach
Workforce identity platforms are shifting toward a fabric-based model, where 
identity signals continuously feed a structured framework. The architecture 
discussed follows this layered approach:

1. Workforce Identity Data Platform (Core): Aggregates and processes identity 
signals.

2. Identity Fabric / Continuous Ingest & Analysis: Ensures signals are captured in 
real time.

3. Functional Plane: Implements Shared Signals standards and identity 
verification.

4. Orchestration Layer (Signal Plane): Transmits and processes signals for 
decision-making.

5.   Action Plane: Executes identity and access decisions based on processed data.

The key takeaway? If identity data verification is flawed at the ingest stage, 
everything that follows is unreliable. Garbage in, garbage out.

Identity Data Platforms vs. Traditional IAM
Traditional IAM approaches focus on managing accounts and entitlements, but 
workforce identity data platforms shift the focus to real-time intelligence and 
adaptive responses. Several major themes emerged:

• Continuous Identity Management: It’s not about which tool you use but how 
you integrate governance across all identity events.

• Continuous Access Management: Moving beyond static access control to 
dynamic authorization (e.g., Continuous Access Evaluation Protocol, or CAEP).

• Threat Detection & Response: Identity signals feed into security models, 
allowing proactive detection of compromised accounts.

These shifts mean traditional IAM systems may become specialized appliances 
rather than central controllers. The focus is moving toward real-time identity 
orchestration rather than static policy enforcement.

The Role of Shared Signals and Federation
Federated identity has long been about trusting external identity providers, but 
trust without feedback loops is a weak model. A key challenge remains: when a 
federation reports that a problem has been resolved, how does the relying party 
verify that and react accordingly?

Shared signals protocols, like CAEP, allow identity systems to transmit and receive 
trust updates dynamically. If an event like a credential compromise occurs, signals 
can trigger policy-driven actions, such as forcing a password reset. However, every 
federation must agree on these requirements upfront, or implementation remains 
fragmented. Challenges include:

• Policy enforcement: Standardized policies must accompany signals to ensure 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Data Models and Identity Graphs
A major shift in identity data platforms is moving from admin-time and run-time 
decision-making to analytical and operational graphs that continuously inform 
decisions. This requires structuring data into:

• Enterprise Graphs: Mapping workforce relationships and access patterns.
• Identity Graphs: Tracking authentication, account lifecycles, and risk signals.
• Entitlements Graphs: Understanding what users can access and whether they 

use it.
• Shared Signals Graphs: Enabling bidirectional trust updates across identity 

systems.

The takeaway? Orchestration and data platforms should remain separate. The 
orchestration hub manages execution, while the data platform provides context. 
Running both in the same environment risks turning the data platform into an 
operational bottleneck.

Turning Identity Signals into Action
The discussion highlighted a simple pattern: Data → Event → Action. A few key 
examples:

• Lifecycle Management: A new hire is onboarded, meeting security criteria, 
which triggers automated provisioning.

• ITDR (Identity Threat Detection and Response): If an identity deviates from 
normal behavior, all sessions are revoked until additional proofing occurs.

• Federated Trust Updates: If a federated provider resolves an issue, signals 
must flow back to relying parties to restore access.

Signals aren’t just for detection; they need to drive automated responses while 
maintaining human oversight where necessary.

The Next Step: Standardizing Signal Processing
The industry is moving toward bidirectional identity signal sharing, but 
implementation remains fragmented. Some key challenges include:]

• Policy enforcement: Standardized policies must accompany signals, so 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Final Thoughts

Workforce identity data platforms are shifting from static identity governance to 
continuous identity intelligence. Instead of relying on periodic reviews and manual 
interventions, organizations are moving toward real-time identity signals, adaptive 
risk-based responses, and automation-driven trust models.
The transition isn’t seamless. Cleaning and transforming identity data remains a 
heavy lift, and orchestration layers must evolve to handle the increasing volume of 
signals. But the direction is clear: identity management is no longer about 
provisioning and access reviews—it’s about continuous, data-driven identity 
intelligence.

Open IAM Data Schema: Can 
We Standardize Identity 
Data?
Pre-reading: Glazer, Ian. “2025: The year we free our IAM data,” blog, December 
20, 2024, https://weaveidentity.com/blog/2025-the-year-we-free-our-iam-data/. 

The industry has spent years refining authentication and access control 
protocols, but standardized identity data schemas remain elusive. With 30–70% 
data overlap across silos like IGA, SSO, PAM, OAuth, MFA, and authorization 
systems, the inefficiency is obvious. Yet, there’s no clear path toward a common 
identity data schema that would enable real interoperability.
A fundamental challenge surfaced in the discussion: There is no vendor-neutral, 
product-ready third-party data tier for IAM because no one agrees on what the 
schema should look like. If IAM platforms can’t agree on what identity data 
should include, how can organizations build on top of it?

The Roadblocks to Standardization
Efforts to create a common schema have stalled due to several persistent 
challenges

• Proprietary and closed data models: Vendors define their own schemas, 
making interoperability difficult.

• Siloed data tiers: Workforce IAM, CIAM, and security logs don’t speak the 
same language.

• Lack of a common information model: Without shared definitions, even 
well-structured data is hard to compare.

• Data portability concerns: No one wants to migrate IAM data more than 
once, leading to entrenched legacy formats.

[Where] Should Standardization Begin?
The discussion focused on workforce identity, recognizing that customer IAM 
(CIAM) introduces even more complexity. But even within workforce IAM, there’s 
a long way to go:

• SCIM (System for Cross-domain Identity Management) has gaps: The core 
SCIM schema covers users, groups, and enterprises, but it doesn’t fully capture 
entitlements or CIAM needs.

• IAM hasn’t addressed data-at-rest schemas in decades: Most efforts focus 
on data in motion (APIs, event-driven models), rather than how identity data 
should be structured for long-term use.

• The graph model dilemma: Some argue that identity data belongs in a graph 
structure, while others see graphs as just one possible representation. 
Enterprises have different graph implementations, making standardization 
tricky.

Overlap with Other Standardization Efforts
The conversation highlighted that IAM data schema challenges aren’t new. 
Several existing initiatives have attempted to address similar problems, including:

• The Open Cybersecurity Schema Framework (OCSF): Originally designed for 
security event data, some participants believe IAM data could be modeled 
similarly.

• The Cloud Information Model (CIM): A past effort aimed at unifying CRM and 
identity data, but it never gained traction.

• SCIM 3.0 discussions: SCIM provides a basic user and group structure, but a 
significant expansion would be needed to cover modern identity use cases.

A key question: Should identity data standardization align with existing security 
and cloud data models, or should IAM-specific schemas be developed 
independently?

The Standards Debate: SCIM, OIDF, or 
Something Else?
Three possible paths forward emerged:

1. Push for SCIM 3.0: If SCIM 2.0 isn’t enough, why not improve it? SCIM has 
brand recognition, and expanding its schema could help solve workforce 
identity challenges.

2. Form a working group within OIDF (OpenID Foundation): A new effort 
could attract fresh perspectives beyond traditional IAM.

3. Leverage the Open Cybersecurity Framework (OCSF): Some argue that IAM 
data should be treated like security event data, benefiting from the work 
already happening in OCSF.

Each path has tradeoffs. SCIM is widely used but lacks the flexibility needed for 
modern entitlements and delegation models. OCSF provides a security-focused 
structure but doesn’t account for identity governance complexities.

The Challenge of Identity Data Relationships
IAM data isn’t just a collection of attributes—it’s about relationships between 
entities. Whether the model is graph-based or relational, the real issue is:

• Which relationships matter? A workforce schema needs to capture 
user-to-entitlement, user-to-asset, and user-to-user relationships.

• How much standardization is realistic? Would an 80/20 approach work, 
where the core 80% is standardized, and the remaining 20% is 
implementation-specific?

• Can we separate data storage from data portability? A common schema 
could focus on making data portable between systems rather than forcing 
everyone into the same storage model.

Practical Implementation Challenges
Even if a standard IAM data schema were agreed upon, implementation poses 
additional hurdles:

• Vendor adoption is slow: Even widely accepted standards like SCIM have 
taken years to see broad implementation.

• Data transformations add complexity: If every system maintains its own 
schema and relies on a transformer, the industry still isn’t speaking the same 
language.

• Graph-based IAM models aren’t universal: Some enterprises use 
graph-based identity stores, while others rely on relational databases. 
Standardization must accommodate both.

Next Steps: Defining a Path Forward
The group identified several action items:

• Create a new Slack channel in IDPro to continue refining the problem space.
• Draft a working group charter to outline potential schema requirements.
• Seek input from data modeling experts beyond traditional IAM 

professionals.

IAM data schemas have been neglected for too long. Whether through SCIM, 
OIDF, or a new industry-wide effort, it’s time to move beyond vendor lock-in and 
fragmented identity data models. The goal isn’t just defining a schema—it’s 
making IAM data truly portable and usable across platforms.

Identity Salon Wrap-Up: 
Reflections and Next Steps
The Identity Salon once again proved its value as a space for deep discussions, 
practical insights, and connections across the identity community. The day’s 
conversations covered a lot of ground—balancing practitioner challenges with 
high-level strategic topics, offering a mix of forward-looking concepts and hard 
reality checks.

What Worked Well

Looking Ahead

• Bridging Theory and Implementation: Future sessions should focus more on 
the practical deployment of the concepts discussed. Conferences tend to 
highlight high-level trends, but the Salon can be a space to dig into real 
implementation roadblocks.

• Revisiting Key Topics: There’s no reason past discussions can’t resurface in 
future virtual sessions, whether as a refresher or to track progress.

• Expanding the Impact: Could some of these discussions feed into larger 
conferences? If the Salon is surfacing critical industry questions, it makes 
sense to find ways to get them on the main stage elsewhere.

• Measuring Value for Organizations: Some participants need to justify 
attendance to their companies. A clearer articulation of takeaways—or even 
internal knowledge-sharing formats—could help with that.

• Newsletters & Reports: Many attendees find written reports valuable for 
onboarding new participants and bringing insights back to their teams. The 
challenge is making sure these reports are widely seen and used.

A Question for the Future: Should This Be a Paid 
Event?

• Some suggested introducing a tiered subscription model or a small 
participation fee to sustain the quality of discussions.

• Any approach would still prioritize an invite-only model to maintain the right 
participant mix.

• Keeping the group at around 30 attendees seems to be the ideal size for 
productive conversations.
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Final Thoughts
The Identity Salon continues to be an essential space for tackling industry-wide 
identity challenges outside the constraints of traditional conference sessions. The 
key takeaway? This isn’t just another forum—it’s where real conversations 
happen. The challenge now is ensuring those conversations translate into action, 
whether through standards bodies, working groups, or direct implementation 
efforts in organizations.

About The Identity Salon
The Identity Salon™ provides a unique, exclusive environment where seasoned 
digital identity architects, technical standards experts, and researchers can 
engage in meaningful, protected conversations. Limited in size to foster genuine 
connections, this gathering allows experienced professionals to dive into 
complex, long-term challenges with peers who understand the depth and 
breadth of identity’s impact.

We host the Identity Salon under the Chatham House Rule, facilitating candid 
dialogue that often isn’t possible in larger, more public settings. Participants have 
the rare opportunity to explore the ‘5-year problems’ in identity, share leading 
practices, and discuss emerging approaches with like-minded experts. Our aim is 
to bridge the gap between academic and industry research and real-world 
practice, connecting public and private sectors to advance knowledge and drive 
practical solutions.

Why do we do this? As identity becomes mainstream, industry events are 
increasingly geared toward newer practitioners, leaving few spaces for seasoned 
professionals to collaborate on advanced issues. The Identity Salon fills that gap. 
After each event, we publish post-event reports that summarize discussions and 
insights, ensuring our conversations have a lasting impact on the field.
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The Logging Problem
Speaking of afterthoughts—logging is another weak link. Without strong 
logging, delegation can create more uncertainty than clarity. Effective delegation 
logs should capture:

• The relationship between delegator and delegatee.
• The specific actions taken under delegation.
• The lifecycle of delegated tokens (creation, use, expiration).

Most systems don’t handle this well right now. Delegation needs better visibility, 
or it risks being more of a liability than an asset

Next Steps in Delegation Standardization
There was consensus that existing standards do not fully support delegation 
needs. While OAuth and User-Managed Access offer partial solutions, there is no 
single standard that addresses delegation across workforce, customer, and AI use 
cases. The discussion suggested:

• Expanding OAuth and UMA models to support more nuanced delegation 
scenarios.

• Exploring how verifiable credentials could be used to enable trusted 
delegation transactions.

• Bringing delegation issues into existing working groups rather than creating a 
new, standalone standard.

• Defining governance models to clarify when delegation expires, who can 
revoke it, and how liability is assigned.

The Salon highlighted that delegation is a pressing issue across many domains, 
and solving it will require coordination across identity standards bodies, legal 
frameworks, and real-world implementations.

Model-Based Access 
Automation: Moving 
Beyond Manual Oversight
Automating access management isn’t just about saving time; it’s about reducing 
risk. The challenge? Humans are still deeply embedded in the decision-making 
process. Right now, most access decisions boil down to a familiar cycle: someone 
says it’s okay, someone else repeats the process at regular intervals, and auditors 
check that the ritual was followed. The problem is, humans are inconsistent, often 
overwhelmed by the sheer volume of requests, and bad at spotting anomalies. If 
automation can do better, it’s worth asking how far we can push it.

The Stakeholder Equation: Getting Buy-In 
for Change
Changing a core business process—especially one tied to security and regulatory 
compliance—requires consensus. Key players include:

• Leadership: Needs to be convinced that access automation reduces business 
risk rather than just cutting costs.

• Cybersecurity teams: Often skeptical of automation until they see how it 
improves security posture.

• Technology risk managers: Concerned about governance, accountability, and 
ensuring automation decisions are explainable.

• SOX auditors: Initially wary, fearing that automation might obscure 

The key to selling automation isn’t just emphasizing efficiency. Framing it as a 
risk mitigation strategy, rather than a cost-cutting exercise, makes it harder to 
argue against.

The Reality Check: Humans Aren’t Great at 
Access Decisions
Making the case to stakeholders is about more than cost savings. Stats like the 
following (which were purely offered as examples and do not reflect the 
presenter’s reality) help make the point that even when access decisions are 
formally reviewed:

• [40%] of assigned entitlements haven’t been used in a year.
• Managers reject only [2%] of access requests.
• Entitlement owners reject only [4%] of requests.
• In a controlled test, [20%] of managers approved an entitlement labeled “FAKE 

ENTITLEMENT, REJECT”.

These numbers should be ones IAM teams should be able to generate, and they 
would clearly, the current approach isn’t working. The enterprise leading this 
discussion did, in fact, do this controlled test with a fake entitlement, and the 
results were less than ideal: Most approvals are rubber-stamped, and many 
entitlements persist long after they’re needed. Automation has the potential to 
improve this—but only if it’s built on a strong foundation.

Why SOX Auditors Changed Their Minds
SOX auditors, a group that initially resisted automation, became some of its 
strongest advocates—once they saw how it improved security rather than 
bypassing it. Their primary concerns were:

• How can we audit an automated system?
• Will automation create an opaque “black box” for access decisions?
• How do we ensure automated access reviews meet compliance standards?

The turning point came when policy-based automation was framed as a security 
enhancement rather than a process shortcut. Automating access reviews 
provided structured, evidence-backed decision-making that was far more reliable 
than periodic human reviews.

Models for Automating Access Decisions
Access automation can be broken into several approaches, each with its own 
strengths and limitations:

• Attribute-Based Access Control (ABAC): This model grants access 
dynamically based on policy and real-time conditions. When it works, it’s a 
powerful model, but many systems lack the necessary contextual data to 
reliably make policy-based decisions.

• Rule-Based Access Automation: This method uses predefined rules to 
automate entitlement assignment. It’s useful when ABAC isn’t an option, but 
it lacks flexibility and cannot adapt to new contexts.

• Model-Based Access Automation: This approach uses risk models and 
confidence scores to make real-time access recommendations, request 
approvals, and revoke unused entitlements. It learns over time, making it 
more adaptive than static rule-based systems.

For applications where context matters, models offer a more effective way to 
evaluate risk. Instead of blindly applying rules, they assess whether an access 
request aligns with expected behavior.

The Policy Challenge: Automating Governance
One of the biggest hurdles to automation is governance. Policies must be treated 
as business assets with clear ownership and version control. Yet many 
organizations rely on manual oversight, with policies scattered across 
documents, wikis, and ad hoc approval processes.
SOX auditors, initially skeptical, became advocates once they saw how 
policy-based automation improved security for high-risk applications. 
Automating policy enforcement removes subjectivity and ensures 
consistency—something that manual reviews consistently fail to achieve.

The Future: AI-Driven Access Decisions
A mature access automation strategy incorporates several layers of intelligence:

• Data Foundations: Correlate identity datasets to answer fundamental 
questions—who has access, what they can do, and whether they use that 
access.

• Advanced Analytics: Detect misuse patterns and identify unnecessary access 
before it becomes a security liability.

• Predictive Analytics: Use AI to recommend access, flag anomalies, and 
preemptively revoke entitlements that are likely to be misused.

The goal is to reduce reliance on human intervention. This includes:

• Recommending removals instead of waiting for reviews to flag outdated 
entitlements.

• Automating approval recommendations where risk is low.
• Gradually phasing in auto-approvals and auto-certifications—starting with 

low-risk access and expanding as confidence in the models grows.

The Balancing Act: When to Keep Humans in 
the Loop
Not every access decision should be fully automated. The right balance depends 
on the level of risk:

• “No-brainer” decisions: Low-risk entitlements that should be automatically 
granted or revoked.

• Certification recommendations: Helping managers make informed decisions 
with context-rich recommendations.

• Higher-risk approvals: Keeping human oversight but eliminating 
unnecessary approvals.

• Auto-provisioning: The final stage, where high-confidence automation grants 
access with minimal human involvement.

What’s Next?
Automating access is inevitable, but it requires a shift in mindset. Instead of 
treating human review as the gold standard, organizations need to recognize its 
limitations and design systems that make smarter, faster decisions.
The biggest takeaway? Access automation works best when it removes 
unnecessary human involvement—not when it removes oversight entirely. The 
right mix of policy-based controls, risk models, and AI-driven recommendations 
can improve security while making access management more efficient. The 

sooner we move away from manually reviewing endless entitlement lists, the 
better.

Workforce Identity Data 
Platforms: Powering 
Continuous Identity
“Data is like garbage. You’d better know what you are going to do with it before you 
collect it.”
That sentiment sums up the challenge of workforce identity data platforms. The 
more data you pull in, the more effort it takes to clean, transform, and make it useful. 
Identity systems today generate an overwhelming number of signals, but without a 
structured approach, they become noise rather than insight. The conversation 
focused on how to turn that data into continuous, actionable identity intelligence.

The Identity Fabric: A Layered Approach
Workforce identity platforms are shifting toward a fabric-based model, where 
identity signals continuously feed a structured framework. The architecture 
discussed follows this layered approach:

1. Workforce Identity Data Platform (Core): Aggregates and processes identity 
signals.

2. Identity Fabric / Continuous Ingest & Analysis: Ensures signals are captured in 
real time.

3. Functional Plane: Implements Shared Signals standards and identity 
verification.

4. Orchestration Layer (Signal Plane): Transmits and processes signals for 
decision-making.

5.   Action Plane: Executes identity and access decisions based on processed data.

The key takeaway? If identity data verification is flawed at the ingest stage, 
everything that follows is unreliable. Garbage in, garbage out.

Identity Data Platforms vs. Traditional IAM
Traditional IAM approaches focus on managing accounts and entitlements, but 
workforce identity data platforms shift the focus to real-time intelligence and 
adaptive responses. Several major themes emerged:

• Continuous Identity Management: It’s not about which tool you use but how 
you integrate governance across all identity events.

• Continuous Access Management: Moving beyond static access control to 
dynamic authorization (e.g., Continuous Access Evaluation Protocol, or CAEP).

• Threat Detection & Response: Identity signals feed into security models, 
allowing proactive detection of compromised accounts.

These shifts mean traditional IAM systems may become specialized appliances 
rather than central controllers. The focus is moving toward real-time identity 
orchestration rather than static policy enforcement.

The Role of Shared Signals and Federation
Federated identity has long been about trusting external identity providers, but 
trust without feedback loops is a weak model. A key challenge remains: when a 
federation reports that a problem has been resolved, how does the relying party 
verify that and react accordingly?

Shared signals protocols, like CAEP, allow identity systems to transmit and receive 
trust updates dynamically. If an event like a credential compromise occurs, signals 
can trigger policy-driven actions, such as forcing a password reset. However, every 
federation must agree on these requirements upfront, or implementation remains 
fragmented. Challenges include:

• Policy enforcement: Standardized policies must accompany signals to ensure 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Data Models and Identity Graphs
A major shift in identity data platforms is moving from admin-time and run-time 
decision-making to analytical and operational graphs that continuously inform 
decisions. This requires structuring data into:

• Enterprise Graphs: Mapping workforce relationships and access patterns.
• Identity Graphs: Tracking authentication, account lifecycles, and risk signals.
• Entitlements Graphs: Understanding what users can access and whether they 

use it.
• Shared Signals Graphs: Enabling bidirectional trust updates across identity 

systems.

The takeaway? Orchestration and data platforms should remain separate. The 
orchestration hub manages execution, while the data platform provides context. 
Running both in the same environment risks turning the data platform into an 
operational bottleneck.

Turning Identity Signals into Action
The discussion highlighted a simple pattern: Data → Event → Action. A few key 
examples:

• Lifecycle Management: A new hire is onboarded, meeting security criteria, 
which triggers automated provisioning.

• ITDR (Identity Threat Detection and Response): If an identity deviates from 
normal behavior, all sessions are revoked until additional proofing occurs.

• Federated Trust Updates: If a federated provider resolves an issue, signals 
must flow back to relying parties to restore access.

Signals aren’t just for detection; they need to drive automated responses while 
maintaining human oversight where necessary.

The Next Step: Standardizing Signal Processing
The industry is moving toward bidirectional identity signal sharing, but 
implementation remains fragmented. Some key challenges include:]

• Policy enforcement: Standardized policies must accompany signals, so 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Final Thoughts

Workforce identity data platforms are shifting from static identity governance to 
continuous identity intelligence. Instead of relying on periodic reviews and manual 
interventions, organizations are moving toward real-time identity signals, adaptive 
risk-based responses, and automation-driven trust models.
The transition isn’t seamless. Cleaning and transforming identity data remains a 
heavy lift, and orchestration layers must evolve to handle the increasing volume of 
signals. But the direction is clear: identity management is no longer about 
provisioning and access reviews—it’s about continuous, data-driven identity 
intelligence.

Open IAM Data Schema: Can 
We Standardize Identity 
Data?
Pre-reading: Glazer, Ian. “2025: The year we free our IAM data,” blog, December 
20, 2024, https://weaveidentity.com/blog/2025-the-year-we-free-our-iam-data/. 

The industry has spent years refining authentication and access control 
protocols, but standardized identity data schemas remain elusive. With 30–70% 
data overlap across silos like IGA, SSO, PAM, OAuth, MFA, and authorization 
systems, the inefficiency is obvious. Yet, there’s no clear path toward a common 
identity data schema that would enable real interoperability.
A fundamental challenge surfaced in the discussion: There is no vendor-neutral, 
product-ready third-party data tier for IAM because no one agrees on what the 
schema should look like. If IAM platforms can’t agree on what identity data 
should include, how can organizations build on top of it?

The Roadblocks to Standardization
Efforts to create a common schema have stalled due to several persistent 
challenges

• Proprietary and closed data models: Vendors define their own schemas, 
making interoperability difficult.

• Siloed data tiers: Workforce IAM, CIAM, and security logs don’t speak the 
same language.

• Lack of a common information model: Without shared definitions, even 
well-structured data is hard to compare.

• Data portability concerns: No one wants to migrate IAM data more than 
once, leading to entrenched legacy formats.

[Where] Should Standardization Begin?
The discussion focused on workforce identity, recognizing that customer IAM 
(CIAM) introduces even more complexity. But even within workforce IAM, there’s 
a long way to go:

• SCIM (System for Cross-domain Identity Management) has gaps: The core 
SCIM schema covers users, groups, and enterprises, but it doesn’t fully capture 
entitlements or CIAM needs.

• IAM hasn’t addressed data-at-rest schemas in decades: Most efforts focus 
on data in motion (APIs, event-driven models), rather than how identity data 
should be structured for long-term use.

• The graph model dilemma: Some argue that identity data belongs in a graph 
structure, while others see graphs as just one possible representation. 
Enterprises have different graph implementations, making standardization 
tricky.

Overlap with Other Standardization Efforts
The conversation highlighted that IAM data schema challenges aren’t new. 
Several existing initiatives have attempted to address similar problems, including:

• The Open Cybersecurity Schema Framework (OCSF): Originally designed for 
security event data, some participants believe IAM data could be modeled 
similarly.

• The Cloud Information Model (CIM): A past effort aimed at unifying CRM and 
identity data, but it never gained traction.

• SCIM 3.0 discussions: SCIM provides a basic user and group structure, but a 
significant expansion would be needed to cover modern identity use cases.

A key question: Should identity data standardization align with existing security 
and cloud data models, or should IAM-specific schemas be developed 
independently?

The Standards Debate: SCIM, OIDF, or 
Something Else?
Three possible paths forward emerged:

1. Push for SCIM 3.0: If SCIM 2.0 isn’t enough, why not improve it? SCIM has 
brand recognition, and expanding its schema could help solve workforce 
identity challenges.

2. Form a working group within OIDF (OpenID Foundation): A new effort 
could attract fresh perspectives beyond traditional IAM.

3. Leverage the Open Cybersecurity Framework (OCSF): Some argue that IAM 
data should be treated like security event data, benefiting from the work 
already happening in OCSF.

Each path has tradeoffs. SCIM is widely used but lacks the flexibility needed for 
modern entitlements and delegation models. OCSF provides a security-focused 
structure but doesn’t account for identity governance complexities.

The Challenge of Identity Data Relationships
IAM data isn’t just a collection of attributes—it’s about relationships between 
entities. Whether the model is graph-based or relational, the real issue is:

• Which relationships matter? A workforce schema needs to capture 
user-to-entitlement, user-to-asset, and user-to-user relationships.

• How much standardization is realistic? Would an 80/20 approach work, 
where the core 80% is standardized, and the remaining 20% is 
implementation-specific?

• Can we separate data storage from data portability? A common schema 
could focus on making data portable between systems rather than forcing 
everyone into the same storage model.

Practical Implementation Challenges
Even if a standard IAM data schema were agreed upon, implementation poses 
additional hurdles:

• Vendor adoption is slow: Even widely accepted standards like SCIM have 
taken years to see broad implementation.

• Data transformations add complexity: If every system maintains its own 
schema and relies on a transformer, the industry still isn’t speaking the same 
language.

• Graph-based IAM models aren’t universal: Some enterprises use 
graph-based identity stores, while others rely on relational databases. 
Standardization must accommodate both.

Next Steps: Defining a Path Forward
The group identified several action items:

• Create a new Slack channel in IDPro to continue refining the problem space.
• Draft a working group charter to outline potential schema requirements.
• Seek input from data modeling experts beyond traditional IAM 

professionals.

IAM data schemas have been neglected for too long. Whether through SCIM, 
OIDF, or a new industry-wide effort, it’s time to move beyond vendor lock-in and 
fragmented identity data models. The goal isn’t just defining a schema—it’s 
making IAM data truly portable and usable across platforms.

Identity Salon Wrap-Up: 
Reflections and Next Steps
The Identity Salon once again proved its value as a space for deep discussions, 
practical insights, and connections across the identity community. The day’s 
conversations covered a lot of ground—balancing practitioner challenges with 
high-level strategic topics, offering a mix of forward-looking concepts and hard 
reality checks.

What Worked Well

Looking Ahead

• Bridging Theory and Implementation: Future sessions should focus more on 
the practical deployment of the concepts discussed. Conferences tend to 
highlight high-level trends, but the Salon can be a space to dig into real 
implementation roadblocks.

• Revisiting Key Topics: There’s no reason past discussions can’t resurface in 
future virtual sessions, whether as a refresher or to track progress.

• Expanding the Impact: Could some of these discussions feed into larger 
conferences? If the Salon is surfacing critical industry questions, it makes 
sense to find ways to get them on the main stage elsewhere.

• Measuring Value for Organizations: Some participants need to justify 
attendance to their companies. A clearer articulation of takeaways—or even 
internal knowledge-sharing formats—could help with that.

• Newsletters & Reports: Many attendees find written reports valuable for 
onboarding new participants and bringing insights back to their teams. The 
challenge is making sure these reports are widely seen and used.

A Question for the Future: Should This Be a Paid 
Event?

• Some suggested introducing a tiered subscription model or a small 
participation fee to sustain the quality of discussions.

• Any approach would still prioritize an invite-only model to maintain the right 
participant mix.

• Keeping the group at around 30 attendees seems to be the ideal size for 
productive conversations.
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The Logging Problem
Speaking of afterthoughts—logging is another weak link. Without strong 
logging, delegation can create more uncertainty than clarity. Effective delegation 
logs should capture:

• The relationship between delegator and delegatee.
• The specific actions taken under delegation.
• The lifecycle of delegated tokens (creation, use, expiration).

Most systems don’t handle this well right now. Delegation needs better visibility, 
or it risks being more of a liability than an asset

Next Steps in Delegation Standardization
There was consensus that existing standards do not fully support delegation 
needs. While OAuth and User-Managed Access offer partial solutions, there is no 
single standard that addresses delegation across workforce, customer, and AI use 
cases. The discussion suggested:

• Expanding OAuth and UMA models to support more nuanced delegation 
scenarios.

• Exploring how verifiable credentials could be used to enable trusted 
delegation transactions.

• Bringing delegation issues into existing working groups rather than creating a 
new, standalone standard.

• Defining governance models to clarify when delegation expires, who can 
revoke it, and how liability is assigned.

The Salon highlighted that delegation is a pressing issue across many domains, 
and solving it will require coordination across identity standards bodies, legal 
frameworks, and real-world implementations.

Model-Based Access 
Automation: Moving 
Beyond Manual Oversight
Automating access management isn’t just about saving time; it’s about reducing 
risk. The challenge? Humans are still deeply embedded in the decision-making 
process. Right now, most access decisions boil down to a familiar cycle: someone 
says it’s okay, someone else repeats the process at regular intervals, and auditors 
check that the ritual was followed. The problem is, humans are inconsistent, often 
overwhelmed by the sheer volume of requests, and bad at spotting anomalies. If 
automation can do better, it’s worth asking how far we can push it.

The Stakeholder Equation: Getting Buy-In 
for Change
Changing a core business process—especially one tied to security and regulatory 
compliance—requires consensus. Key players include:

• Leadership: Needs to be convinced that access automation reduces business 
risk rather than just cutting costs.

• Cybersecurity teams: Often skeptical of automation until they see how it 
improves security posture.

• Technology risk managers: Concerned about governance, accountability, and 
ensuring automation decisions are explainable.

• SOX auditors: Initially wary, fearing that automation might obscure 

The key to selling automation isn’t just emphasizing efficiency. Framing it as a 
risk mitigation strategy, rather than a cost-cutting exercise, makes it harder to 
argue against.

The Reality Check: Humans Aren’t Great at 
Access Decisions
Making the case to stakeholders is about more than cost savings. Stats like the 
following (which were purely offered as examples and do not reflect the 
presenter’s reality) help make the point that even when access decisions are 
formally reviewed:

• [40%] of assigned entitlements haven’t been used in a year.
• Managers reject only [2%] of access requests.
• Entitlement owners reject only [4%] of requests.
• In a controlled test, [20%] of managers approved an entitlement labeled “FAKE 

ENTITLEMENT, REJECT”.

These numbers should be ones IAM teams should be able to generate, and they 
would clearly, the current approach isn’t working. The enterprise leading this 
discussion did, in fact, do this controlled test with a fake entitlement, and the 
results were less than ideal: Most approvals are rubber-stamped, and many 
entitlements persist long after they’re needed. Automation has the potential to 
improve this—but only if it’s built on a strong foundation.

Why SOX Auditors Changed Their Minds
SOX auditors, a group that initially resisted automation, became some of its 
strongest advocates—once they saw how it improved security rather than 
bypassing it. Their primary concerns were:

• How can we audit an automated system?
• Will automation create an opaque “black box” for access decisions?
• How do we ensure automated access reviews meet compliance standards?

The turning point came when policy-based automation was framed as a security 
enhancement rather than a process shortcut. Automating access reviews 
provided structured, evidence-backed decision-making that was far more reliable 
than periodic human reviews.

Models for Automating Access Decisions
Access automation can be broken into several approaches, each with its own 
strengths and limitations:

• Attribute-Based Access Control (ABAC): This model grants access 
dynamically based on policy and real-time conditions. When it works, it’s a 
powerful model, but many systems lack the necessary contextual data to 
reliably make policy-based decisions.

• Rule-Based Access Automation: This method uses predefined rules to 
automate entitlement assignment. It’s useful when ABAC isn’t an option, but 
it lacks flexibility and cannot adapt to new contexts.

• Model-Based Access Automation: This approach uses risk models and 
confidence scores to make real-time access recommendations, request 
approvals, and revoke unused entitlements. It learns over time, making it 
more adaptive than static rule-based systems.

For applications where context matters, models offer a more effective way to 
evaluate risk. Instead of blindly applying rules, they assess whether an access 
request aligns with expected behavior.

The Policy Challenge: Automating Governance
One of the biggest hurdles to automation is governance. Policies must be treated 
as business assets with clear ownership and version control. Yet many 
organizations rely on manual oversight, with policies scattered across 
documents, wikis, and ad hoc approval processes.
SOX auditors, initially skeptical, became advocates once they saw how 
policy-based automation improved security for high-risk applications. 
Automating policy enforcement removes subjectivity and ensures 
consistency—something that manual reviews consistently fail to achieve.

The Future: AI-Driven Access Decisions
A mature access automation strategy incorporates several layers of intelligence:

• Data Foundations: Correlate identity datasets to answer fundamental 
questions—who has access, what they can do, and whether they use that 
access.

• Advanced Analytics: Detect misuse patterns and identify unnecessary access 
before it becomes a security liability.

• Predictive Analytics: Use AI to recommend access, flag anomalies, and 
preemptively revoke entitlements that are likely to be misused.

The goal is to reduce reliance on human intervention. This includes:

• Recommending removals instead of waiting for reviews to flag outdated 
entitlements.

• Automating approval recommendations where risk is low.
• Gradually phasing in auto-approvals and auto-certifications—starting with 

low-risk access and expanding as confidence in the models grows.

The Balancing Act: When to Keep Humans in 
the Loop
Not every access decision should be fully automated. The right balance depends 
on the level of risk:

• “No-brainer” decisions: Low-risk entitlements that should be automatically 
granted or revoked.

• Certification recommendations: Helping managers make informed decisions 
with context-rich recommendations.

• Higher-risk approvals: Keeping human oversight but eliminating 
unnecessary approvals.

• Auto-provisioning: The final stage, where high-confidence automation grants 
access with minimal human involvement.

What’s Next?
Automating access is inevitable, but it requires a shift in mindset. Instead of 
treating human review as the gold standard, organizations need to recognize its 
limitations and design systems that make smarter, faster decisions.
The biggest takeaway? Access automation works best when it removes 
unnecessary human involvement—not when it removes oversight entirely. The 
right mix of policy-based controls, risk models, and AI-driven recommendations 
can improve security while making access management more efficient. The 

sooner we move away from manually reviewing endless entitlement lists, the 
better.

Workforce Identity Data 
Platforms: Powering 
Continuous Identity
“Data is like garbage. You’d better know what you are going to do with it before you 
collect it.”
That sentiment sums up the challenge of workforce identity data platforms. The 
more data you pull in, the more effort it takes to clean, transform, and make it useful. 
Identity systems today generate an overwhelming number of signals, but without a 
structured approach, they become noise rather than insight. The conversation 
focused on how to turn that data into continuous, actionable identity intelligence.

The Identity Fabric: A Layered Approach
Workforce identity platforms are shifting toward a fabric-based model, where 
identity signals continuously feed a structured framework. The architecture 
discussed follows this layered approach:

1. Workforce Identity Data Platform (Core): Aggregates and processes identity 
signals.

2. Identity Fabric / Continuous Ingest & Analysis: Ensures signals are captured in 
real time.

3. Functional Plane: Implements Shared Signals standards and identity 
verification.

4. Orchestration Layer (Signal Plane): Transmits and processes signals for 
decision-making.

5.   Action Plane: Executes identity and access decisions based on processed data.

The key takeaway? If identity data verification is flawed at the ingest stage, 
everything that follows is unreliable. Garbage in, garbage out.

Identity Data Platforms vs. Traditional IAM
Traditional IAM approaches focus on managing accounts and entitlements, but 
workforce identity data platforms shift the focus to real-time intelligence and 
adaptive responses. Several major themes emerged:

• Continuous Identity Management: It’s not about which tool you use but how 
you integrate governance across all identity events.

• Continuous Access Management: Moving beyond static access control to 
dynamic authorization (e.g., Continuous Access Evaluation Protocol, or CAEP).

• Threat Detection & Response: Identity signals feed into security models, 
allowing proactive detection of compromised accounts.

These shifts mean traditional IAM systems may become specialized appliances 
rather than central controllers. The focus is moving toward real-time identity 
orchestration rather than static policy enforcement.

The Role of Shared Signals and Federation
Federated identity has long been about trusting external identity providers, but 
trust without feedback loops is a weak model. A key challenge remains: when a 
federation reports that a problem has been resolved, how does the relying party 
verify that and react accordingly?

Shared signals protocols, like CAEP, allow identity systems to transmit and receive 
trust updates dynamically. If an event like a credential compromise occurs, signals 
can trigger policy-driven actions, such as forcing a password reset. However, every 
federation must agree on these requirements upfront, or implementation remains 
fragmented. Challenges include:

• Policy enforcement: Standardized policies must accompany signals to ensure 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Data Models and Identity Graphs
A major shift in identity data platforms is moving from admin-time and run-time 
decision-making to analytical and operational graphs that continuously inform 
decisions. This requires structuring data into:

• Enterprise Graphs: Mapping workforce relationships and access patterns.
• Identity Graphs: Tracking authentication, account lifecycles, and risk signals.
• Entitlements Graphs: Understanding what users can access and whether they 

use it.
• Shared Signals Graphs: Enabling bidirectional trust updates across identity 

systems.

The takeaway? Orchestration and data platforms should remain separate. The 
orchestration hub manages execution, while the data platform provides context. 
Running both in the same environment risks turning the data platform into an 
operational bottleneck.

Turning Identity Signals into Action
The discussion highlighted a simple pattern: Data → Event → Action. A few key 
examples:

• Lifecycle Management: A new hire is onboarded, meeting security criteria, 
which triggers automated provisioning.

• ITDR (Identity Threat Detection and Response): If an identity deviates from 
normal behavior, all sessions are revoked until additional proofing occurs.

• Federated Trust Updates: If a federated provider resolves an issue, signals 
must flow back to relying parties to restore access.

Signals aren’t just for detection; they need to drive automated responses while 
maintaining human oversight where necessary.

The Next Step: Standardizing Signal Processing
The industry is moving toward bidirectional identity signal sharing, but 
implementation remains fragmented. Some key challenges include:]

• Policy enforcement: Standardized policies must accompany signals, so 
receiving systems react appropriately.

• Trust validation: Signals must be verifiable to prevent spoofing or false trust 
assertions.

• Orchestration complexity: The orchestration hub must translate and process 
different signal formats until standards mature.

Final Thoughts

Workforce identity data platforms are shifting from static identity governance to 
continuous identity intelligence. Instead of relying on periodic reviews and manual 
interventions, organizations are moving toward real-time identity signals, adaptive 
risk-based responses, and automation-driven trust models.
The transition isn’t seamless. Cleaning and transforming identity data remains a 
heavy lift, and orchestration layers must evolve to handle the increasing volume of 
signals. But the direction is clear: identity management is no longer about 
provisioning and access reviews—it’s about continuous, data-driven identity 
intelligence.

Open IAM Data Schema: Can 
We Standardize Identity 
Data?
Pre-reading: Glazer, Ian. “2025: The year we free our IAM data,” blog, December 
20, 2024, https://weaveidentity.com/blog/2025-the-year-we-free-our-iam-data/. 

The industry has spent years refining authentication and access control 
protocols, but standardized identity data schemas remain elusive. With 30–70% 
data overlap across silos like IGA, SSO, PAM, OAuth, MFA, and authorization 
systems, the inefficiency is obvious. Yet, there’s no clear path toward a common 
identity data schema that would enable real interoperability.
A fundamental challenge surfaced in the discussion: There is no vendor-neutral, 
product-ready third-party data tier for IAM because no one agrees on what the 
schema should look like. If IAM platforms can’t agree on what identity data 
should include, how can organizations build on top of it?

The Roadblocks to Standardization
Efforts to create a common schema have stalled due to several persistent 
challenges

• Proprietary and closed data models: Vendors define their own schemas, 
making interoperability difficult.

• Siloed data tiers: Workforce IAM, CIAM, and security logs don’t speak the 
same language.

• Lack of a common information model: Without shared definitions, even 
well-structured data is hard to compare.

• Data portability concerns: No one wants to migrate IAM data more than 
once, leading to entrenched legacy formats.

[Where] Should Standardization Begin?
The discussion focused on workforce identity, recognizing that customer IAM 
(CIAM) introduces even more complexity. But even within workforce IAM, there’s 
a long way to go:

• SCIM (System for Cross-domain Identity Management) has gaps: The core 
SCIM schema covers users, groups, and enterprises, but it doesn’t fully capture 
entitlements or CIAM needs.

• IAM hasn’t addressed data-at-rest schemas in decades: Most efforts focus 
on data in motion (APIs, event-driven models), rather than how identity data 
should be structured for long-term use.

• The graph model dilemma: Some argue that identity data belongs in a graph 
structure, while others see graphs as just one possible representation. 
Enterprises have different graph implementations, making standardization 
tricky.

Overlap with Other Standardization Efforts
The conversation highlighted that IAM data schema challenges aren’t new. 
Several existing initiatives have attempted to address similar problems, including:

• The Open Cybersecurity Schema Framework (OCSF): Originally designed for 
security event data, some participants believe IAM data could be modeled 
similarly.

• The Cloud Information Model (CIM): A past effort aimed at unifying CRM and 
identity data, but it never gained traction.

• SCIM 3.0 discussions: SCIM provides a basic user and group structure, but a 
significant expansion would be needed to cover modern identity use cases.

A key question: Should identity data standardization align with existing security 
and cloud data models, or should IAM-specific schemas be developed 
independently?

The Standards Debate: SCIM, OIDF, or 
Something Else?
Three possible paths forward emerged:

1. Push for SCIM 3.0: If SCIM 2.0 isn’t enough, why not improve it? SCIM has 
brand recognition, and expanding its schema could help solve workforce 
identity challenges.

2. Form a working group within OIDF (OpenID Foundation): A new effort 
could attract fresh perspectives beyond traditional IAM.

3. Leverage the Open Cybersecurity Framework (OCSF): Some argue that IAM 
data should be treated like security event data, benefiting from the work 
already happening in OCSF.

Each path has tradeoffs. SCIM is widely used but lacks the flexibility needed for 
modern entitlements and delegation models. OCSF provides a security-focused 
structure but doesn’t account for identity governance complexities.

The Challenge of Identity Data Relationships
IAM data isn’t just a collection of attributes—it’s about relationships between 
entities. Whether the model is graph-based or relational, the real issue is:

• Which relationships matter? A workforce schema needs to capture 
user-to-entitlement, user-to-asset, and user-to-user relationships.

• How much standardization is realistic? Would an 80/20 approach work, 
where the core 80% is standardized, and the remaining 20% is 
implementation-specific?

• Can we separate data storage from data portability? A common schema 
could focus on making data portable between systems rather than forcing 
everyone into the same storage model.

Practical Implementation Challenges
Even if a standard IAM data schema were agreed upon, implementation poses 
additional hurdles:

• Vendor adoption is slow: Even widely accepted standards like SCIM have 
taken years to see broad implementation.

• Data transformations add complexity: If every system maintains its own 
schema and relies on a transformer, the industry still isn’t speaking the same 
language.

• Graph-based IAM models aren’t universal: Some enterprises use 
graph-based identity stores, while others rely on relational databases. 
Standardization must accommodate both.

Next Steps: Defining a Path Forward
The group identified several action items:

• Create a new Slack channel in IDPro to continue refining the problem space.
• Draft a working group charter to outline potential schema requirements.
• Seek input from data modeling experts beyond traditional IAM 

professionals.

IAM data schemas have been neglected for too long. Whether through SCIM, 
OIDF, or a new industry-wide effort, it’s time to move beyond vendor lock-in and 
fragmented identity data models. The goal isn’t just defining a schema—it’s 
making IAM data truly portable and usable across platforms.

Identity Salon Wrap-Up: 
Reflections and Next Steps
The Identity Salon once again proved its value as a space for deep discussions, 
practical insights, and connections across the identity community. The day’s 
conversations covered a lot of ground—balancing practitioner challenges with 
high-level strategic topics, offering a mix of forward-looking concepts and hard 
reality checks.

What Worked Well

Looking Ahead

• Bridging Theory and Implementation: Future sessions should focus more on 
the practical deployment of the concepts discussed. Conferences tend to 
highlight high-level trends, but the Salon can be a space to dig into real 
implementation roadblocks.

• Revisiting Key Topics: There’s no reason past discussions can’t resurface in 
future virtual sessions, whether as a refresher or to track progress.

• Expanding the Impact: Could some of these discussions feed into larger 
conferences? If the Salon is surfacing critical industry questions, it makes 
sense to find ways to get them on the main stage elsewhere.

• Measuring Value for Organizations: Some participants need to justify 
attendance to their companies. A clearer articulation of takeaways—or even 
internal knowledge-sharing formats—could help with that.

• Newsletters & Reports: Many attendees find written reports valuable for 
onboarding new participants and bringing insights back to their teams. The 
challenge is making sure these reports are widely seen and used.

A Question for the Future: Should This Be a Paid 
Event?

• Some suggested introducing a tiered subscription model or a small 
participation fee to sustain the quality of discussions.

• Any approach would still prioritize an invite-only model to maintain the right 
participant mix.

• Keeping the group at around 30 attendees seems to be the ideal size for 
productive conversations.
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